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Introduction

1

1.1

1.2

Introduction

General

PROmanage® NT is a central software for analysing, managing and storing data on the communication

quality of industrial networks.

Using the standard SNMP and Web API queries, standardised network parameters can be queried
cyclically across networks and protocols (PROFINET, PROFIBUS, Ethernet, CAN and AS-i) and

saved with a time stamp.

Threshold and alarm management analyses the incoming network communication data and warns of

any anomalies.

The current topology of the network can be displayed. Conspicuous subscribers are marked here. By

selecting a subscriber, its relevant quality parameters can be displayed.
Statistical functions allow the data to be displayed to the minute, retrospectively over several months.

This means that historical events, for example for analysing sporadic failures, can be traced at any

time and used for root cause analysis.

Disclaimer

PROmanage® NT has been carefully developed and tested by Indu-Sol GmbH to the best of its
knowledge and belief. Nevertheless, according to the state of the art, it is impossible to create

completely error-free software.

Therefore, Indu-Sol GmbH does not guarantee that the hardware or software will work properly in all
applications. Therefore, any liability for direct or indirect damage resulting from the operation of the

hardware or software and the usability described in the manual is rejected.

Indu-Sol GmbH will rectify any defects that cancel or reduce the suitability of the software for the usual
or contractually agreed purpose within a reasonable period of time, usually as part of regular software

maintenance.
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Introduction

1.3 System description

The PROmanage® NT system consists of the following components:

¢ PROmanage® NT (Client)
¢ PROmanage® NT Data collector (subject to licence)
e PROmanage® NT Web

o PostgreSQL database server (+ optional OPC extension)

The centrepiece of the system is the PROmanage® NT data collector. This queries decentralised data
collectors (e.g. PROFINET INspektor® NT, manageable switches, ...) and stores the data in an SQL
database. The PROmanage® NT (client) is used to configure which devices are to be queried. Data
stored in the SQL database can be displayed with PROmanage® NT (Client). By installing the
PROmanage® NT Web component, the history (6 Chronicle) can be displayed. Optionally, the

database server can be extended with an OPC interface.

Each component can be installed on a separate system if they are connected to each other via a

network. The components are selected during the installation (2.4 Installation procedure).

() PROmanage® NT «4— Client (display / configuration)
(] PROmanage® NT Collector 44— Query decentralised data collector
() PROmanage® NT Web <4— Access via web browser
5] PostgreSQL
(7] PostgreSQL Database Server <«— Data storage
(] PostgreSQL ODBC driver ffor OPC servers) <= Optional interface

lllustration 1: Section - Selection of components during installation

For performance reasons, PROmanage® NT data collector and SQL database should always be

installed on the same system.

The PROmanage® NT data collector is the component that requires a licence to query the

devices to be monitored.

The PROmanage® NT (Client) component can be installed licence-free on one or more systems.
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Introduction

1.4 Data Flow Diagram

The following diagram illustrates the interaction of the PROmanage® NT components. If individual
components are installed on separate systems, the port releases (2.1.2 Port release) must be

observed.

PROmanage NT PROmanage NT PROmanage NT

Web (optinal) database Data collector

&

Reading the data Writing the data to the database
TCP/5432 TCP/5432

PROmanage NT

Reading the data
Reading the data TCP/5432 3 Sending messages Collecting the data
TCP/80 UDP/162 TCP/80, TCP/443 and UDP/161

Direct access
TCP/80, TCP/443

+ configuration
Data collector

=
)
2
©
N
©
3
g
>

Decentralised

PROmanage NT

. INspektor Switch
Client

lllustration 2: Data Flow Diagram
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Installation PROmanage® NT

2

Installation PROmanage® NT

2.1 System requirements

The following operating systems are supported for all PROmanage® NT components:

o Microsoft® Windows® 10
o Microsoft® Windows® 11
o Microsoft® Windows® Server 2022, 2025

2.1.1 Hardware requirements

Depending on the type and number of devices to be queried, the following hardware requirements

apply for the individual components. The minimum hardware requirements for the overall system result

from the individual component with the highest requirements.

Database
Number of ports CPU cores Working memory Required hard disc space?
Dual Core
(Intel® Core™ 50 GB (SSD, NVMe
up to 160 i5,i7, Intel® 2GB recommended)
Xeon®)
Quad Core
(E5 V3 2,6GHz,
up to 480 Corresponds to 4GB 10?;;2?;2&2‘3;'\/'6
4./5. generation i7
series)
Hexa Core
(E5 V3 2,6GHz,
200 GB
up to 960 Corresponds to 8 GB (SSD, NVMe recommended)
4./5. generation i7 ’
series)
Octa Core
(E5 V3 2,6GHz,
until 2000 Corresponds to 16 GB (SSD NVI\jllg?ecégmmended)
4./5. generation i7 '
series)

1) with a data retention period of 3 months.

For continuous operation, we recommend the use of a server hard drive or server SSD memory.
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Installation PROmanage® NT

Data Collector

Processor At least Xeon E5 v3/v4 @2,6 GHz (2 cores)
Memory At least 1 GB

Hard disk At least 256 MB

Network wired, At least 100MBit

Client

Processor Intel i7, 8. Gen., At least. Dual Core
Memory At least 3 GB free RAM
orpliles At least 1920 x 1080

2.1.2 Portrelease

The data flow diagram (1.4 Data Flow Diagram) shows the ports that are required for a connection

between the PROmanage® NT components. These and others for full functionality are listed below.

Description of the

Port number

Description of the

Indu-Sol Data Collector TCP/1988 Access to PROmanage® NT data collector
PostgreSQL database TCP/5432 Access to SQL database
. UDP/161, UDP/162 | Query dec. data collector

(Trap) Receiving SNMP traps

INspektor web view

TCP/80, TCP/443

Display of the web interface

PROmanage® NT Scan
Indu-Sol ServiceTool

UDP/19010, UDP/19011

Used to scan the network for INspectors
and PROFINET devices

PROmanage® NT User manual
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Installation PROmanage® NT
2.2 Starting the installation

You need administrative rights to be able to carry out the installation

When you purchase PROmanage® NT, you will receive a download link to the software. PROmanage®
NT can also be downloaded from the Indu-Sol GmbH website (https://www.indu-
sol.com/support/downloads/software/).

The downloaded file must be unpacked on the target system.

The installation starts by executing the "Setup.exe" file.

2.3 Installation procedure

The PROmanage® NT installation checks whether the required Windows components are available,

updates them or installs missing ones.

e PROmManage® NT Client
1. Installation and configuration of PROmanage® NT Client
2. Allow PROmanage® NT to communicate via the Windows firewall
3. Install Visual C++ Redistributable
4. Install WinPcap
¢ PROmanage® NT Data collector
1. Allow communication for PROmanage® NT data collectors via the Windows firewall
2. Install driver for Indu-Sol licence stick
3. Configure database connection
4. Install as Windows Service
o PostgreSQL database server
1. |Install database server
2. Create new database
e PROmManage® NT Web
1. Allowing PROmanage® NT Web to communicate via the Windows firewall
2. Configure web server
3. Configure database connection
4. Install web server service
e PostgreSQL ODBC driver (for OPC Server)

e Uninstaller

PROmanage® NT User manual
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Installation PROmanage® NT

2.4 Installation procedure

Itis recommended to install the PROmanage® NT components client, data collector and SQL database
on one system.

To configure the data collector and display the recorded data, the PROmanage® NT client can be
installed individually (2.4.2 Client installation).

If the optional PROmanage® NT-Web is installed, the history of the PROmanage® NT database can

be accessed from any system via a web browser without further installation.

Client-Installation

Visualisation +
Configuration

~ PROmanage NT
Client

Webbrowser

Reading the data Reading the data ', configuration

PROmanage NT PROmanage NT PROmanage NT
Web (optional) Data base Data collector

Reading the data » Writing the data to the database ! 7

PROmanage NT

Reading the data \ Reading the dat‘a Sending messages Collecting the data

( 1 Direct access

PROmanage NT
Client

L
INspektor NT  Switch

Visualisierung
+ Konfiguration
Decentralised
data collector

Full-Installation

lllustration 3: Installation variants
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Installation PROmanage® NT

2.4.1 Full installation

BBl ROmanage® NT - . Select language:
= guag
.‘ e Select language
. Next
SEMV
WIRELESS
[ romanagee NT - X End User Licence Agreement:

¢ Read licence agreement

e Selection - "l agree"

Soser Endnutzer-Lizenzvereinbarung A
e Next

m \Wichtiger Hinweis:
gy = Bitte lesen Sie diesen Hinweis und den nachfolgenden EULA sorgf3ltig durch, bevor
CAN Sie dessen Bestimmungen akzeptieren.

. Eine Nutzung der Software ist nur moglich, wenn Sie die Bestimmungen des EULA
Gt zuvor akzeptiert haben, indem Sie bei der ion der das Opti

h |,Ich stimme zu” (bzw. ,1 Agree* usw.) anklicken. Nur in diesem Falle kommt das EULA

A zwischen Indu-Sol als Li; und Ihrem ( ) als

ﬁ Lizenznehmer zustande.

Falls Sie den Bestimmungen dieses EULA nicht zustimmen, wahlen Sie bei der

OEN | | e T R e SO
WiReLEss O Ichstimme nicht zu @ Ich stimme zu

Indu-Sol GmbH Telefon: +49 34491 56180

Blumenstrae 3 Fax  +49 34481 561899  Zwick | Weter | Abbrechen |
D04528 Schmélin  E-Mait info@indu-sol.com

PROmanage® NT User manual
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Installation PROmanage® NT

& PROmanage® NT

[ PostgreSaL ODBC driver for OPC servers)

Setup will install PROmanage® NT in the following folder. To install in a dfferent folder, cick.
Browse and select another folder. Click Next to continue.

Destination Folder
[C\Program Fies\Indu-Sof\PROManageNT || erowse..

CAN

WIRELESS

Create shodcuts for PROmanage® NT
EA On my Desktop
B4 nmy Start Menu Programs folder

Indus-Sod GeribH phone: +43 34451
Blumenstrate 3 fmc 43 4B

D042 Schmiin emal info@indu-se

Select PROmanage® NT components:
Selection:
e PROmanage® NT (Client)
e PROmanage® NT Data collector
e PROmanage® NT Web (optional)
e PostgreSQL
o PostgreSQL database server
o PostgreSQL ODBC driver
(opt.)
e Next

The configuration and installation of the PostgreSQL
ODBC driver is explained in "12.3 OPC-Serve 2.

Installation path PROmanage® NT Client:
Selection:
e Destination folder ("Browse" to change
installation path)

e Further

Link PROmanage® NT Client:
Selection for the creation of links:
e On the desktop
e Inthe start menu

e Next

PROmanage® NT User manual
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Installation PROmanage® NT

Bl PROmanage® NT

Setup wil install PRO: T Colector Toinstal in a dfferent
Soser fokder, click Browse and select another folder. Cick Next to continue.
Ry o=
CAN
S

Destration Folder
[C e

[C:\Program Files\indu-Sol\PROmanage NTDataCobector

Space required: 21.2 MB

QeMv Space avalable: 5GB
WIRELESS

2 PROmanage® NT
nags

Corfigure PROmanage® NT Collector
(] Allow incoming connections

from extemal sources.

SeEMV

WIRELESS

Ind-

Enable this option to add the data collector to the firewall and pemmit incoming connections

Sol GmbH - Specislist in fieldbus technalogy

|BR PROmanage® NT

ﬂ" Note: Before proceeding please ensure that you have
made a backup of the given database instance. ¥
Bosar necessary the following instance will be updated when
proceeding.
LV Select a drver from the dropdown:
CAN (Poson >
Step 1: Enter 3 server name:
Sriene® [locahost | Pon: 52|
" Step 2: Enter 2 database on the server;
PAN [ ]
ﬁ Step 3: Enter information to log on to the database:
Usemame: |postgres
QEMV [ ]
Password: [seeeseee ]

phore: +45 34431 55130

fmc o83 451 501599

Installation path PROmanage® NT Data
collector:
Selection:
e Destination folder ("Browse" to change
installation path)

e Next

Permission Remote connection:
Selection:

e Allow remote connections to the data
collector (this determines whether
another PROmanage® NT client can
access the data collector).

e Next

Configuration PROmanage® NT
SQL database server:
Selection:

e Step 1 - Server name (preset)

e Step 2 - The installation creates a
database. A name for the database
can be specified here, e.g. name of the
system? .

e Step 3 - User/password (preset)

e Next

1 only upper/lower case letters, numbers, _, no special characters

PROmanage® NT User manual
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Installation PROmanage® NT

sm»vnmummsouxmm.mufmtm Toinstal in a déferent

Sosee folder. chck Browse and select another folder. Cick Next

Ry o=

CAN

i Destration Folder

z’ [C\Postpesaiona [T Bowe..

phore o lsnn sM

Please set the database networking options.
o
Y- [~] Enable remote connection for database
S Mhlommimmmmmwm

CAN netwark. When disabled, only local connections are alowed

P

Gt

SEMV

Indus-Sod GeribH

Blumenstrate 3
D042 Schmiin

|BR PROmanage® NT

Setup wil install PROmanage® NT Web in Toinstal folder,
2o click Browse and select ancther folder. Cick Next to continue.
LT
CAN
O >
Destination Folder
s
{C:\Program Files \Indu-Sol\PROmanageNTWeb | [CBowe]
Space requred: 78.4 MB
Semv Space avalable: 5GB
i

phore: +45 34431 55130
fmc o83 451 501599

D-04829 Schmiin emat info@indu-sol com

Installation path PostgreSQL installation
directory (programme) and data directory
(saving the data):
Selection:
e Destination folder ("Browse" to change
installation path)

e Next

It is recommended not to install the target
folder for the data directory
"PostgreSQLData" on the system partition
(default: "C:\").

Permission Remote connection:
Selection:

¢ Allow remote connections to the
database (this determines whether
another PROmanage® NT client can
access the database).
If access is not granted, a subsequent
PROmanage® NT Client installation will
not work (2.4.2 Client installation).

e Next

Installation path PROmanage® NT Web:
(optional)
Selection:
e Destination folder ("Browse" to change
installation path)

e Next

PROmanage® NT User manual
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Installation PROmanage® NT

|ER PROmanage® NT

phone: +45 34451 56100

P Provide this folder’s content for dowrioad

L E\PROmanageNT_v1 6
A | o

Oecones > Please choose the pot under which the PROmanage® NT webste is reachable,
Cenpusy

A 2 Stat PROmanage® NT Web Service after instalation

SEMV

PROmanage® NT

Create shodcuts for PROmanage® Web
= £ On my Desatop

CAN EA I my Start Menu Programs folder

SEMY
W IRELESS

Indus-Sod GeribH
Blumenstrate 3

DD

Alow PROmanage® NT to commuricate through Windows Frewall
o Configure. connection

fles
instaling PROmanage® NT WebServer service
Cevnusy Starting PROmanage® NT Web!
| Alow PROY NT Webto through Windows Frewal
PAN Deploying files for web download
saving uninstaller

Indu-Sot G phone: +45 34451 55130
Stumenstrate 3 fmc o83 451 501599
D-04829 Schmiin emat info@indu-sl com

Deployment PROmanage® NT Web:
Selection:
e Provide content as a download
("Select" to choose source path)
e Port for PROmanage® NT website
o Start Web Service

e Next

Provide download: The entire content of a directory is
stored on the system as a ZIP archive.
..\Indu-Sol\PROmanageNTWeb\DownloadArea
Recommendation: For the later 2.4.2 Client installation it is
recommended to release the installation files for
PROmanage® NT for download.

Link PROmanage® NT Web:
Selection for the creation of links:
e On the desktop
e Inthe start menu

e Next

Installation progress PROmanage® NT:

e Next

PROmanage® NT User manual
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Installation PROmanage® NT

Méchten Sie diese Gerdtesoftware installieren?

Mame: ATMEL, Inc. Anschlisse (COM 8 LPT)
- Herausgeber: Atmel Norway

| [ Nichti

[] Software von "Atmel Norway" immer ‘

Wie kann

@ Sie soliten nur Treib von drdigen F

festgestellt werden, welche Geritesoftware bedenkenlos installiert werden kann?

[ PROmanage® NT

SEMY
W IRELESS

Indus-Sod GeribH phone: +43 34451 53150

04528 Schendlin emai. info@indusel com

Driver installation ATMEL

In old PROmanage NT versions, the
software was licensed using a licence stick.
If a licence stick is available, the "ATMEL"
driver must be installed.

Licensing PROmanage® NT:
PROmanage® NT is licensed using the
additional "LicenceAgent" software.
Selection:

e Start licence agent

e Next

Note: Licensing can also be carried out at any
later point in time (3 Licensing).

Without a licence, PROmanage® NT starts in
demo mode and the trap monitor is
deactivated.

PROmanage® NT User manual

18



Installation PROmanage® NT

[l PROmanage® NT PROmanage® NT Start data collector:
Selection:
e Start service

. Finished

M 4 Start PROmanage® NT Collector Service after the installation is finished

.....

PROmanage® NT User manual
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Installation PROmanage® NT

2.4.2 Client installation

Select language:
e Select language
. Next
SEMV
WIRELESS
phoee: +45 34431 26120
foc o83 34451 591540
& PRomanage® NT End User Licence Agreement:
o~/
‘ , ¢ Read licence agreement
e Selection - "l agree"
Soser Endnutzer-Lizenzvereinbarung A . N ext
ﬁ!’ \Wichtiger Hinweis:
et Bitte lesen Sie diesen Hinweis und den nachfolgenden EULA sorgfaltig durch, bevor
CAN Sie dessen Bestimmungen akzeptieren.
o Eine Nutzung der Software ist nur moglich, wenn Sie die Bestimmungen des EULA
P zuvor akzeptiert haben, indem Sie bei der ion der das Optit
N | Ich stimme zu” (bzw. | Agree” usw.) anklicken. Nur in diesem Falle kommt das EULA
A zwischen Indu-Sol als Li und Ihrem ( ) als
ﬁ Lizenznehmer zustande.
Qeny Falls Sie den Bestimmungen dieses EULA nicht zustimmen, wahlen Sie bei der
s | O hbomeriiny @ rstiwmems
D-04525 Schmélin  E-Mait.info@indu-sol.com
[ promanages w1 - x Select PROmanage® NT components:
Selection:
¢ PROmanage® NT (Client)
L % ;m::: :I Datensammier o Next
s || B
R o ] PostgreSQL Datenbank Server

(] PostgreSQL ODBC Treiber fir OPC Server)

Indu-Sol GmbH Telefon: +49 34491 58180

Blumenstralie 3 Fax  +49 34491 5818-99 m [~ Weter | . t
D-04628 Schmalin E-Mait. info@indu-sol.com

PROmanage® NT User manual
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Installation PROmanage® NT

Installation path PROmanage® NT

Client:
Selection:
e | Sttt ettt orasns % e Destination folder ("Browse" to
= change installation path)
CAN
= - e Next
@'g' [CXProgram Fles\Ind SohPROmanogeNT | [ oowse..

Link PROmanage® NT Client:
Selection for the creation of links:
e On the desktop
e Inthe start menu

e Next

WIRELESS

PROmanage® NT User manual
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Installation PROmanage® NT

Bl PROmanage® NT

SEMV

WIRELESS

Note: Before proceeding please ensure that you have
made a backup of the given database instance.
necessary the following instance will be updated when
proceeding
Select a driver from the drop-down:
[PostoresaL ]
Step 1: Enter a server name:
Jocainost | po:[5432_ |
Step 2: Enter a database on the server:
s

Step 3: Enter information to log on to the database:
Usemame: [postgres ]

Password: [seseseee ]

PROmanage® NT - x

Kopiere Dateien. .

Zulassen der Kommunikation von PROmanage® NT Gber die Windows-Firewall
Konfiguriere Dats indung

Uninstaller kopieren

Software wird dem System bekanrt gegeben

Kiicken Sie auf Weiter/Fertig.

Ingu-Sol GmbH

Telefon: +49 34491 58180
Blumenstralte 3 Fax  +49 34491 5818-99
D-04625 Schmalin EMait info@indu-sol.com

Configuration PROmanage® NT
SQL database server:
Selection:

e Step 1- Server name
(Name of the system on which the
PROmanage® NT SQL database is
installed)

e Step 2 - Name of the database to
which the PROmanage® NT data
collector writes? .

e Step 3 - User/password

e Next

1 only upper/lower case letters, numbers, _, no special

characters

Installation progress PROmanage® NT:
e Finished

PROmanage® NT User manual
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Licensing

3 Licensing

3.1

Licence dimensioning

The size of the required licence is determined by the maximum number of decentralised data
collectors to be monitored. A certain number of licence ports are required for each device, whereby

the following default values apply:

Number of licence
ports Component
1 per switch port
ASi inspector CB-INspektor
EMC-INspector V2 INBLOX DP Diag Rep X1
8 INBLOX DP Diag Rep X4 INBLOX DP Diag+ Rep
PB-INspektor NT PB-INspektor V2
IP device CANobserver
INBLOX DP Diag Rep X2 INBLOX PA Diag+
16 iPNMA PN-INspektor NT
PN-INspektor V1 EtherNet/IP-INspector

The licence is linked to the hardware and operating system of the system on which the

PROmanage® NT data collector is installed. A change to these can lead to the licence expiring.

3.2 Licensing PROmanage® NT

The LicenceAgent software is responsible for licensing PROmanage® NT and other Indu-Sol software.
The LicenceAgent is stored within the PROmanage® NT installation routine on the system and can be
called up within it. If the LicenceAgent is accessible in another way, e.g. via a download

(https://www.indu-sol.com/support/downloads/software/), the licensing can be carried out at any time

(before and after the PROmanage® NT installation).

The PROmanage® NT data collector must always be licensed. Please note that the license is always
permanently bound to a hardware system. A subsequent transfer of the license to another

hardware system is therefore not possible!

Once the licence has been successfully transferred, PROmanage® NT is activated and can be used

without restriction.

PROmanage® NT User manual
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Licensing

‘ Create
Create license signing request

Install
Install licence

| |

# Licence Agent - (=] X
[English | ¥ | YourMachineis Is-pe-20886 ',l %%Q
E Online License
R File based license
License Stick
Hardware based license
=" Active Licenses
== Display instalied licenses
The Indu-Sol Licence Drive is not connected!
# Licence Agent - (=] X
[(English [ ¥] Your Machineis Is-pe-20885 .»t %%Eégg
l Create
Create license signing request
Install
Install licence
| x|
The Indu-Sol Licence Drive is not connected!
# Licence Agent - o 3¢
[ English [w]  Your Machine s I5-pe-20886

The Indu-Sol Licence Drive is not connected!

Start LicenceAgent
e Selection of the licensing

procedure

e Online License

Current procedure

e License Stick
outdated procedure — chosen if
the license is still available on a

stick.

Create a licensing request:
e Select “Create”
e Save the LicenseSigningRequest
(*.Isr file) to the desired location
The created .Isr file must now be sent to

license@indu-sol.com along with the license

ID from your delivery note. You will then
receive the activation license (*.lic file) from

Indu-Sol within one working day.

Using the Activation License:

e Select “Install”
Download the activation license you
received earlier (*.lic file). The successful
installation of the license is then confirmed

by a corresponding message.

PROmanage® NT User manual
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Licensing

A Licence Agent

English n Your Machine is IS-PB-20886

Locally installed licences:

PROmanage® NT
284c16f3-1710-46e3-b911-357b741ac034
Valid to Version: 2.9999
2) Ports: 2000
Kundennummer: Indu-Sol PaFr
Auftragsnummer: Indu-Seol PaFr

PROnetplan

8aS56ad42-18b0-4eb4-b705-d05Tb23fuf2d
‘!l Type: Standard

Valid to Version: 2.9989

Kundennummer: Indu-Scl Pafr

Auftragsnummer: Indu-Sol Pafr

PROscan® Active
67ee5caf-7e08-4746-8554-8b555e007ddd
Type: Custom

Valid to Version: 2.0009

[ The Indu-Sol Licence Drive is not connected!

Checking Active Licenses:

e Select ,Active Licenses"
The installed licenses and associated
information such as validity, expiration date

and size are displayed here.

PROmanage® NT User manual
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First steps

3.3 Function without licence

Configuration Display SOL database / PROmanage® NT Data collector

If only the PROmanage® NT client is installed (2.4.2 Client installation), a connection to an SQL
database can also be established without a licence in order to display the recorded data. If the
PROmanage® NT client has access to a PROmanage® NT data collector, it can configure this

according to its licence.
Demonstration

If no licence is installed for the PROmanage® NT data collector, a single decentralised data collector
can be monitored in this state, regardless of the number of ports. In this way, the simplest monitoring
scenarios can be implemented in order to familiarise yourself with individual functions of PROmanage®
NT.

4 First steps

41 Login

When you start the PROmanage® NT client, a login window opens. The default login data is

PROmanage® NT

User: admin File  Window
Password: admin User admin -
Password | | |
Automatic login

lllustration 4: Log-in window

PROmanage® NT User manual
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First steps

4.2 Add decentralised data collector

A device can be integrated into the monitoring via the device management (Ctrl+D) of PROmanage®
NT.

1. Opening the perspective Analysis
2. Opener for device management
3. Scan manually

4. Select device type

5. IP address
6. OK

7. Setup

8. Close

lllustration 5Device management

PROmanage® NT User manual
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First steps

4.3 Check /analyse recording

PROmanage® NT displays the quality of the monitored network in the form of a status graph. After

setting up a device, the first data point is visible after one minute:

1. Selection of the configured device

2. Automatic update

3. Select data point or time period

4. Check network data

Network overview

® 7

] Windustrial ethernet

Qe

promesh-p10x

Smmary

g
23
3

Port3(TX)
Portd (1)
Forts (™)
Port 610
Port7(10)
Port 8 (TX)
Port 9 (1X)

AAAAAANAAARND

Port 10 (M0 o

18.07.2024 1528 - 18.07.2024 1612

Dats collector running - 15-P8-20503:1988

PROmanage® NT User manual

lllustration 6Check recording
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| sreisiog Curent RS (many | 20 |23

| Snieiding Current Peak (max) (ma)
LA\ | power supply 1)

Port 1 (M0 lvoo o |o
[por2mo | T ]
Fen3m |

[Ponamo

Port 6 (MO ‘
[pos7m |
[ponem |

<
<

<

<

€ |Fors (M)
<

<

<
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<
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Programme structure

5 Programme structure

The PROmanage® NT display is divided into four areas.

19.07.2024 10:32

19.07.2024 10:07

19.07.2024 09:45

19.07.2024 09:36

19.07.2024 09:34

19.07.2024 09:31

19.07.2024 09:29

<
N
Q
)
V)

3.

4.

lllustration 7Programme interface

Menu bar: Configuration of the PROmanage® NT system
Perspective bar: Selection of the programme section to be operated
Perspective: Presentation of the selected programme section

PROmanage® NT data collector: Status display of the monitoring status

The core element of PROmanage® NT operation is the perspectives:

Chronicle

Simple visualisation of the current and historical network status
Analysis
Detailed display of network-relevant parameters for evaluating quality

Topology

Display of the network structure, for validation of the devices and localisation of changes or faults in
the network.

Alarm management

Creation of actions when defined threshold values are exceeded

PROmanage® NT User manual
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Chronicle

6 Chronicle

6.1

Representation

@5 PROmanage® NT - promanage

management) beforehand.

19.07.2024 10:32

19.07.2024 10:12
19.07.2024 10:07
19.07.2024 09:45
19.07.2024 09:36
19.07.2024 09:34

19.07.2024 09:31

19.07.2024 09:29

't network condition

Error-free for 20 minutes

lllustration 8Chronicle

Each icon describes the network quality up to that point in time.

The history shows the current and historical network status with the traffic light colours green, yellow

and red. The devices to be monitored must first be configured in the device management (11.6 Device

Valuation
the
Network quality

> 75%

75% > 35%

< 35%

OT-SECURITY
Event

Colour symbol

0 —

Network
status

Good

Questionable
(usually
without

disrupting
production)

Bad
(usually with
disruption to
production)

An OT-Securtiy
Event has
occured

No
data

PROmanage® NT User manual
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Chronicle

This colour is also used as the background colour in the status graph in the Analysis perspective. The
icons are not displayed in the Analysis perspective.

Ansicht 1

0 0 i@er | Q. iz,

Zoom 2%

1 [ oot / @ @

u_ @

T T T
19 Jul 0815 08:30 08:45 05:00 0915 09:30

T T T T T T T
0545 1000 10:15 10:30 10:45 11:00 115 11:30 145

lllustration 9Meaning of the colour icons

To influence when the status of the network changes to a different range, the device management
(11.6 Device management), in the Monitoring window, the status graph calculation can be adjusted.

The limits of the colour gradient (green: > 75%, yellow: 75% > 35%, red: < 35%) are fixed by default
and cannot be configured.

PROmanage® NT User manual

31



Chronicle

6.2 Operation
Click on one of the icons to open a list view. This contains
1. State of the network
2. Period in which the condition was pending

3. Device concerned (worst first)

Double-click on the device to open the Analysis perspective (7 Analysis).

Current network condition
No data available
Data collector stopped

Conditvon: Alorming
20.07.2024 1536 - 20.07.2024 1535 3 minutes 2

Name worst

T lodencemisbiz (%) 53 I

29.07.2024 1536

Data collector stopped - I5-P8-20503:1988 Start collecting

lllustration 10Detailed view Chronicle

PROmanage® NT User manual
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7 Analysis

7.1 Representation

All records retrieved from the decentralised data collectors and stored in the PROmanage® NT

database can be displayed in the Analysis perspective. This perspective is used for analysing and

troubleshooting.

b 2972000 150329072024 1554

1 [a root e Worst
PRI 1 e e s o-devcesb 12 06) 5
| 200

o
= ol
,V
b 5.

lllustration 110verview analysis

1. Network overview (7.2 Network overview)

e By creating folders, a directory is created that groups and structures the devices to
be monitored.

e Selection of the folders or devices whose status is displayed in the view.

2. View (7.3 View)

o Representation of the stored network data as data points, which are summarised in
a graph describing the status.

3. Summary (7.4 Summary)
e Indication of the period selected for the summary

e When a folder is selected, shows the devices that have been grouped together in a
folder and their worst value or

e When a device is selected, shows the relevant network parameters, their values and
the worst value first

4. Navigation overview (7.5 Navigation overview)

e Selection of the time period to be displayed in the view

PROmanage® NT User manual
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Analysis

5. Participant matrix (7.6 Participant matrix)

e Display of the participants belonging to the network (only available if provided by the
device - e.g. PROFIBUS-INspektor NT, PROFINET-INspektor NT, ...)

6. Legend

e Assignment of the colour of the graph, with multiple selection (Ctrl + left-click in the
network overview on folders or devices)

Arrangement of the viewing window

The typical Windows window options are available and are referred to as views in PROmanage® NT.
Each view can be detached from the display grid, rearranged, moved and scaled. Closed views can

be reopened via the menu bar > Window > Show view and the display can be reset to the default

setting via Menu bar > Window > Reset perspective.

History M@)Analysis| Topology Alert management Messages (B8

Ansicht 1

o [9]. V4
§ promesh-piox 104108 | (& root

2 INBLOX Past 104121
B iodevices5b32 104123
B promeshp20 104102

ol O\, I:‘ Zoom 2%

'
" 30.07.2024 08:08 -30.07.2024 12:19 ~ 4 hours 11 minutes
Name Worst

T io-deviceab15b32 (%) 5

INBLOX Past (%) 20

promesh-p20 (%) | 80

— w2

promesh-pl0x (%) | 100

30.07.2024 0808 - 30.07.2024 12:19

® Auto

g R

3010200 1000 1100 1200

Time.

Summary| Connection Statistic

Node matrix| Node statistics

Data collector running - I-PB-20503:1988. Stop collecting

Illustration 12Window view

If you drag one window over another, an icon appears to position the

mi=

=

Icon 1Window

window at an edge or to merge the two into a group.

positioning

PROmanage® NT User manual
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7.2 Network overview

The network overview provides a structured display of the devices to be monitored in the form of a

MNetwork overview

i e | @ H @
Jlirunt

B i promesh-p10x 1041.0.6
b & INBLOX Past 10.412.11

directory tree.

Illustration 13Network overview

Meaning of the icons:

= F | O

Switch between hierarchical view and grouped view (network type)

Reduce device tree
Opens the device management (11.6 Device management)

Creates a "New folder" in the network overview

PROmanage® NT User manual
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Sorting the network overview

The overview can be structured by creating folders.

fem & | @ OME Right-click on folders or devices to rename them.

- ﬁ root
4 B Sample_Machine
[ Frontofline
(@ End of line

» i promesh-p10x 10.41.0.6
I3 ' promesh-p20 10.41.0.2
B & INBLOX Past 1041.2.11

Folders and devices can be moved to a different

fem & | @ @~ position (sequence) or to a different folder (grouping)

4 (g root

4 (g Sample_Machine
(s Front of line
> i promesh-p10-plus 10.41.0)
> ﬁ promesh-p10-plus-2 104

[ End of line

4 i promesh-p10x 10.41.0.6

using drag and drop.

PROmanage® NT - promanage Changes must be finalised and saved

Window  Help

1 B

PROmanage® NT User manual
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Selection of devices

The drop-down menus for folders and devices are used to display down to the lowest parameter. The
selection made here is loaded in the view. Multiple selection of up to four units is possible with Ctrl +

left-click.

Y —— —ax

"2 I History |MBMARSSIS| Topology Alert management Messages (88

Network overview Ansicht 1 Summary

promesh-516 (%) 100

[}
|
B |promesh-pio-ps 0 | 10
|

00
promesh-p10-plus-2 0%) | 100
00
00

| [pomenpiocen

T | Neuox past %)

Node matrix

31.07.2024 0309 - 31.07.2024 10:19 ® Auo

PO PP P

Stop colecting

Data collector running - I5-P-20503:1968

Illustration 14Selection in network overview
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Right-click on a device or folder to open a context menu with further options:

To website

Mew folder

Gerateverwaltung Sffnen

Delete device

Rename

Opens a web browser and attempts to call up the IP address of the
device

Creates a new folder to structure the view

Opens the device management (11.6 Device management)

Deletes the device completely from the list of devices to be
monitored

Changes the display name

Copy state graph settings

Mindmanx view

PROmanage® NT User manual

i State graph copied
[pevicesearcn |
v X
4 W [g root
v i promesh-p20 10.41.0.2
ﬁ promesh-b16 10.41.0.8
> (@ Sample_Machine

Copies the calculation basis of the state graph (11.6.4 Monitoring).

A view then opens in which you can select which devices should
receive the same settings.

Parameter selection for [ io-devicexb15632

Please select timeframe:

21.07.2024 10:33 - 31.07.2024 11:43
Please select parameter type:
b
& IN Discards

$7 Link State

& oUT Discards
() oUT Erors
Q3 speed

=3

@) Unauailability counter Switch/PROFINET device

Please select display type:

mmmmmmm

oK Cancel

Opens a window for selecting a parameter and time period. Press

OK to check all underlying parameters and, depending on the
selection, the highest values are displayed.

The legend shows which value and port is displayed.
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7.3 View

The data points of the selected folder or device are displayed in the view and connected to form a
graph. In the summary displayed next to it (7.4 Summary), the devices belonging to the folder or
parameters belonging to the device are displayed depending on the selection. The time reference of

the summary depends on whether a point selection is made (Point selection). If no point is selected,

the entire graph displayed is used for evaluation. How strongly the status graph reacts to changes can

be set in the status graph calculation.

mmmmm

'
[ 31.07.2024 1308 - 31.07.2024 1431

Name Worst

io-devicexb15b32 (%) 40

promesh-b16 (%) 100

promesh-p10-plus (%) | 100

promesh-p10-plus-2 (%) | 100

promesh-p10x (%) 100

promesh-p20 (%) 100

o= |- 0 s e B

INBLOX Past (%) 100

Illustration 15View

Meaning of the icons

Q Q, f [ ':'\ -:!;l

o) One-time update of all displayed data

Continuous updating of the data as soon as the PROmanage® NT data collector writes
© new values to the PROmanage® NT database

Navigation in the view (Navigation in the view )

P Marker options (Marker)

.| Resetthe zoom to the entire period according to the navigation overview

Q) Zoom option

s~ | Point selection

PROmanage® NT User manual
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Navigation in the view

Options:
Left-click and hold > Move the graph (horizontal axis)
Scroll mouse wheel > Zoom in / out of the graph

Point selection > Data point selected / not selected > Display in summary

Marker

Markers are used to add further information to the displayed graph. The marker is linked to the time
at which it was created.

f Activate the marker function (automatic update is deactivated)
LJ Showing and hiding the markers
'.-l- .
v Removing markers
|Text-Markerzu Wert v| Selecting the marker type

Example: Marking an event in the status graph.

o~ |
0 0 @l iafd]iz S

I_\_._‘ root

100+

75—

25—

Failure due to device replacement

T T T T T T
31 Jul 15:20 1525 1530 15:35 15:40 1545

lllustration 16Example marker

PROmanage® NT User manual
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Point selection

If a point is selected, the exact values of the vertical scale are displayed next to the cursor. The

selection also determines the display in the summary.

o=

¢ 6 iBle | D= Zoom 95%

VAT TWY VW

06.05.2024 15:22:00

= 100 % [ Sample_Machine

1400 15:00 1600 1700 1800

lllustration 17Selection of a data point

Axles

The horizontal axis always represents the time scale and is given in minutes, hours or days.

T T T T T T T
31 Jul 0000 04-00 08-00 12:00 16:00 20:00 1 Aug 00-D0

lllustration 18Scaling x-axis

Depending on the selection in the navigation overview, the vertical axis displays either a quality value
as a percentage or the specific value of the selected element as a summary of several summarised

parameters.

100

90=

80 Up—

70—

%
w
=1
1
maA
Mbit/s
=]

60—

q 50~

4 Down—

40

30=

lllustration 19Scaling y-axis
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7.4 Summary

The summary shows all parameters that are summarised in the view to form a data point and form the
graph. Which values are displayed depends on which element is selected in the network overview

(7.2 Network overview) is selected and which time range is displayed in the view.

Time domain

If no individual data point is selected, the values of all data points are summarised and listed. The top

line shows which period is actually shown in the table.

1
L v = 01.08.2024 13:00 - 01.08.2024 14:04 ~ 1 hour 4 minutes

lllustration 20Time range without selected data point

When a data point is selected, the values at this point in time are displayed. In this case, the time

period is one minute.

-¢- 01.08.2024 13:30 - 01.08.2024 13:31 ~ 1 minute

lllustration 21Time range with selected data point

PROmanage® NT User manual
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Representation of the values

Which values are displayed in the table depends on the selection in the network overview. The worst

value is displayed first and in red in the table.

Example:
PROmesh P10X Switch

Summary
1

(" 08.08.2024 12:00 - 08.08.2024 1300 ~ 1 hour
Name Min  Max

/| Power supply (V) 2377 [ 2379

/| Power supply 2 (V) 0 0

(@) | Unavailability counter o o

Shielding Current RMS {max) (mA) [ 16 | 21

&5 Device temperature (°C) 38 38
Name Worst Disca Errors Speec Netwe

€ [Port 1(TX) | 100 |0 0 100 | 002

€ [Port2(TX) | 100 |0 0 100 |04

<€ | Port 3 (TX)

<€ | Port 4 (TX)

<€ |Port5(TX) | 100 |0 0 100 | 037

<€ | Port 6 (TX)

€ | Port 7 (TX)

€ | Port 8 (TX)

€ | Port 9 (TX)

<€ | Port 10 (TX)

lllustration 22Zsfg. PROmesh

Selection

Example:
PROFINET INspector®

Example:

Selected folder

Summary Summary

o : = 08.08.2024 10:35 - 08.08.2024 1105 ~ 30 minutes : = 08.08.2024 11:30 - 08.08.2024 11:55 ~ 25 minutes
Name Min Max Name ‘Worst
Unavailability counter 0 1

1By | High priority alert 0 0 B | promesh-pto-plus 2 | 100

| Low priority alert 0 0 B | promesh-p10-plus-2 () | 100

x Bus node failure 0 o

o% | Releases 0 0

o Bus node restart 0 o

g | Errors. 0 0

(X1 | Telegram gaps 0 0

§~p | Load ratio (Profinet / 11P) 1 500

d= | Telegram avertakes 0 0

E Telegram jitter (%) [ 3

ﬂ: Device temperature (*C) 53 53

4 | Broad and Multicast telegrams | 56 ke

@ Update rate (max) (ms) 13051 | 138,69

(¥ | Update rate (min) (ms) 2 2

T | Network load (max) (%) 0 0

T | Network load (%) 0 0

lllustration 23Zsfg. PROFINET
INspector® NT

Illustration 24Zsfg. of selected

folders

Double-click on a value to open a new view in which this value is displayed as a graph.

Ansicht 1

¢ ¢ i@, Q@ iz 2o0m 595
{ Ro0eE" | ofinet-inspektor-nt
w] 89 5 r
/ \ | g
| -y \ “ Nt
| |
] | |
wl |
\ “
* s | |
\ |
!
]
oa1s Jll: oazs
-

'
| 09.08.2024 0610 - 09.08.2024 082

| High priority alent
& | Low ey sent

°

0

0

0
o | Releases lo
o | Evors 0
u:u Teiegram gaps o
- | Load ratio (Profinet / 1 IP) 1
| Wogrom overtes )
4 | Telegram jtter (%) 6
¥ |bevce empentecr |45

28 | Broad and Multicast telegrams | 59 g, Fo4 1 |

Broad and Multicast telegrams < profinet inspekior-ot
4

© | Update rate (max) (ms) 13059 | usvs.

0‘1 Update rate (min) (ms) I |2 [ w: i

[ Neworkiosdman [0 0| T )
TL?Nm-mmdm lo o | "agoass
O Unavailabilty counter lo o |

'
Zoom 100% | 09.08.2024 0810~ 09.08.2024 0825 ~ 15 minutes

Name M Max

8 | Broad and Multicast telegrams | 59 | 84

lllustration 25Selection of a value
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7.5 Navigation overview

The navigation overview is used to set the time range to be displayed and evaluated. A maximum time
range of 7 days is displayed. The time can be set automatically or manually (selection in the top right-

hand window).

The selection "Auto." (Automatic) sets the time range so that the last recorded data point is displayed
and up to 7 days before that. If there are fewer data points available, the time range is automatically
selected shorter according to the available data points.

When setting manually, a date can be selected using the keyboard or the calendar symbol. This date
then represents the centre of the time range. Grey horizontal lines are visible on the left and right,
which can be moved by holding the left mouse button and dragging. In the View view (7.3 View) and

Summary (7.4 Summary), the time range that is shown in white in the navigation overview is always

displayed.
26.08.2024 07:37 - 26.08.2024 09:17 ® Auto

lllustration 26Navigation overview
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7.6 Participant matrix

The device matrix is only available for devices that provide additional information on monitored devices
(e.g. from PROFIBUS-INspektor NT, PROFINET-INspektor NT, ...).

The overview shows the addresses that are monitored by the device. The device matrix of the
PROFINET INspektor® NT is shown as an example:

12.08.2024 12:20 - 12.08.2024 13:15

104123

Node matrix

lllustration 27Participant matrix PROFINET INspektor® NT

The condition of the devices can be read from the colouring of the participants.

Controdier

inactive

Device

inacthe

Drervice
External diagnasis / Imtemal diagnosis / Errors [/ Telegram gaps / Jitter == 50%

Deviice
Bus node faillure  Restart

Deevice

Aoyclic bus node

lllustration 28Colouring PROFINET INspektor® NT
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Node matrix

12.08.2024 13:40 - 12.08.2024 15:48

Node io-devicexb5b32 - 10.41.2.3 (00:1B:18:25:719D )
High priority alert

Lew priarity alert

Telegram gaps

Bus node failure

Errors

Telegram overtakes

Telegram jitter

Updste rate

Updste rate (max)

Incoming Netwark load (max)

Contraller 0% Outgoing Network load (max)

Releases

Bus node restart

Node matnx| Node statistics

lllustration 29Details PROFINET INspektor® NT

Participant statistics

The participant statistics are a view (Arrangement of the viewing window), which in the default setting

is linked to the subscriber matrix (7.6 Participant matrix) in the default setting. This can be displayed

by selecting it in the bottom line of the group.

A parameter is selected in the upper section via a drop-down menu. Below this, the monitored
participants are listed, their values and a bar chart are displayed. This view illustrates which subscriber

is most frequently affected or has the greatest deviation.

MNode statistics

12.08.2024 13:57 - 12.08.2024 16:05 ~ 2 hours 7 minutes
| Telegram jitter s |
MAC Address  IP address Name Value “
00:1B:1B:25:71:9D | 10.41.23 0 10
00:1B:1B:36:88:DC | 10.41.2.15 ¥208 7
S0:6T:D6:03:AD:E1| 10.41.0.5 promesh-p10 s
50:61:D6:07:88:93 | 10.41.0.2 promesh-p20 . |
50:61:06:08:C3:ED | 10.41.0.8 promesh-b16 1 .

50:61:D6:02:EFBT | 10.41.06 promesh-p10x 1 .

50:61:06:08:38:C1 | 1041.0.3 promesh-p10-... | 1 .

50:61:D6:05:EB:2C | 10.41.01 promesh-p8-plus | 0 -

Node matrix | Node statistics

lllustration 30Participant statistics PROFINET INspektor® NT
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7.7 Legend

By selecting up to four folders, devices or parameters in the network overview (7.2 Network overview),
their graphs can be displayed in the view (7.3 View) can be displayed on top of each other. This makes

it possible to recognise connections between graphs.
The legend describes which colour is assigned to which selection.

By additionally activating the point selection (Point selection) further improves the clarity and

comprehensibility of the correlations between the values.

With multiple selection, you can choose between the graphs in the view using the arrow buttons at the

top right. The selection determines which graph moves to the foreground and is displayed in the

summary.
Ansicht 1
o i@, | w[QJa].iZ]. Zoom 100%
M industrial ethernet R ‘
romeshn-| X
100 h— 8 B P P
75 12.08.2024 11:34:00
117 mA |ﬂ Shielding Current Peak {max)
- 87 % i promesh-p10x (10.41.0.6)
# 504
254
o
T T T T T T T T T T T T T T T T T T T T T T T T T T T T
12 Aug 11:10 11:18 11:20 1125 11:30 11:35 11:40 11:45
Tim
Key
w Shielding Current Peak (max) romesh-p10x
q P! P
— i promesh-p10x

lllustration 31Legend
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Topology

8 Topology

8.1 Representation

The Topology perspective is used to visualise the current, actual network structure. The topology is
supplemented with network-relevant information that helps to localise anomalies quickly. The topology
cannot be determined independently by PROmanage NT. It can either be imported manually (topo file
from PROscan® Active V2 or PROFINET INspektor® NT) or continuously queried by a PROFINET

INspektor® NT or PROscan® service.

o8

09
b« 9000000000000 -

Aclions  Validation  Devicetype  IPaddress T Subnet Gateway  MAC Addre * s

Stop collecting

lllustration 32Topology

1. Network overview (8.2 Network overview)
e  Same presentation as in analysis (7.2 Network overview)
e Topologies are always assigned to an element of the network overview
2. View (8.3 View)
e Displaying and editing the topology
e Visualisation of changes and events in the topology
e  Timeline for displaying the scan times
3. Data (add links for subitems)
e When selecting a device: Display of the device information
4. Diagnostic data

¢ When selecting a device: Display of the information of the PROFINET INspektor® NT
that monitors this device

PROmanage® NT User manual
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5. Summary
e Information about the PROFINET INspektor® NT
6. Device list

e Tabular listing of detailed device information

Arrangement of the viewing window

Identical, as in analysis (Arrangement of the viewing window).

8.2 Network overview

The network overview is identical to the analysis (7.2 Network overview). In the Topology perspective,
the network overview is used to assign the topologies. A manually imported topology can be assigned
to any element. Each PROFINET INspektor® NT or PROscan® service can be assigned a topology
via the device management (11.6 Device management) so that an available topology is retrieved at
regular intervals.

8.3 View

The topology is displayed and edited in the view. If diagnostic data from the PROFINET INspektor®
NT is available for PROFINET IO devices, a colour bar indicates the device status.

.

EHE P b 00D GO 60 v
1|
:
ahY
9 =

08

09
» < 0000000000000 L

lllustration 33Topology view
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Control in the topology

Key combination Behaviour

Mouse wheel Vertical scrolling
Ctrl + mouse wheel Zoom in/out

Shift + mouse wheel Horizontal scrolling

Meaning of the icons - Menu bar

HE P & 000 (L@ 0 00! ia
]Z'[ Fitting topology into screen
|:P Multiple selection with selection frame (hold down the SHIFT key)
|:|".I1 Multiple selection with mouse click (hold down the CTRL key)
. Rearrange topology (tree structure, circular tree structure, circle)
@ Showr/hide difference to (previous) reference topology
() Set current topology as reference for comparison
[] Condition assessment from INspektor data (period selection)
é Import topology
e Remove topology
":'; Rescan topology (immediate topology scan by PROFINET INspektor NT)
Q Refresh (loads the last saved topology into the view)
Q Update automatically (as soon as a new topology is available)

Search for all values in the device list

S

Switch editing mode on/off

PROmanage® NT User manual
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Meaning of the icons - Topoloqgy

1041.0.1

Active" status, no events (evaluated by PROFINET INspektor® NT)

104123

s

io-
devicexb15b32

Warning" status, critical events (evaluated by PROFINET INspektor® NT)

1041.06

Error" status, failures detected (evaluated by PROFINET INspektor® NT)

promesh-p10x

Port change recognised

Connection interrupted

Connection newly recognised

Device newly recognised

Meaning of the icons - Timeline

03

09 10 11 12
» < ® 0000606600606 060000 0 0"

.- Topology data point
. Selected/displayed topology
. Reference topology
» Auto-play topology (every 10 seconds)

«»> Select next/previous topology data point

= Zoom in timeline

PROmanage® NT User manual
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Arrangement of the devices in the topology

The devices in the topology can be reorganised using drag'n drop. To do this, the editing mode must
first be activated. Activating editing mode can take a while. The arrangement of the topology is
transferred to all topology data points.

Right-click on a device to select it as the root node and then click on the Rearrange topology icon to
automatically rearrange the topology.

In edit mode, additional frames, texts and a background image can be added to improve clarity.

Further navigation options: Right-click on device

Right-click on a device to open a drop-down menu.

Go to selects the device in the network overview

Go to the analysis opens this device in the analysis perspective

Go to alarm management opens this device in the alarm management perspective

Set as root node shows this device at the top, when selecting Rearrange topology

If the device is not entered in the network overview, only the Set as root node selection is available.

10.4.0.6 . |i

Go to
Go to analysis
Go to alert template

Set as root node

promesh-p10x

lllustration 34Navigation options - right-click on device
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8.4 Data

When a device is selected in the view, all device-relevant information is displayed in the Data view.

A different image for the device can be selected via the drop-down menu next to the device image. If
there is no suitable device in the image database, a hew image can be imported via the menu bar

File = Device identification management or Ctrl+P (11.7 Device Identification management).

By selecting Exclude device from topology comparison, this device is no longer displayed in red if it is
no longer present in a later topology data point.

If changes in the port assignment are detected when comparing the displayed and reference topology,
an additional information field appears.

e e

= -
'
T v
i
[] Exclude device from topology comparison
[] Exclude device from topology comparison

Notes

Edit Port changes

MAC Address n » m

50:61:D6:02:0C:A2

Notes

IP address .

1031.1.10 i

Description MAC Address

PROmesh P20/V.1.1.0 build 20200728R/1.0 30:61:DE08C3ED

Name IP address

promesh-p20-1 10.41.0.8

Location of Installation Description

Home of PROmesh promeshb16 114110510 123456
Contact 1v110

info@indu-sol.com - Name -

lllustration 35Topology Device data lllustration 36 Topology Device data Port change
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8.5 Diagnostic data

When a device is selected in the view, PROFINET-specific parameters are displayed in the Diagnostic
data view. The data can only be displayed if the topology contains data from the PROFINET
INspektor® NT.

CRC errors were detected on the subscriber.

» check plug connector (possibly loose contact)

+ carry out cable test (only possible during a system stop)
+ check shield currents and mesh resistances

Device reports internal error.

» check diagnostics in the master (error register/alarms)

» check device/power supply/cabling, restart/replace if necessary
Invalid version/parameter reference (VPRS).

« Vendor ID, product code, revision number, or serial number invalid
» load appropriate project/device version

Port unused / no medium.

« expected connection present?

« if necessary, establish topology/connection

Link is up, but there is no EtherCAT traffic.

« Is the remaote station in the correct state (Operational)?
= check master/scan/project

Expected connection missing.

» close topology/cabling

= rule out defective cable/port

Unexpected additional connection detected.

» remove duplicate/faulty cabling

+ use ring/redundancy only as per project requirements
Physical connection interrupted.

» check connector/cable

= test port/remote device

Parameter Value
Abnormal changes 0

Present changes 0

Device state, Communication phase Operational

Device state

Link state

CRC error port A

CRC error port B

CRC error Port C

CRC error port D

Link state, No communication
Link state, Link without communication
Link state, Missing link

Link state, Additional link

Link state, Port A

Link state, Port B

Link state, Port C

Link state, Port D

Device state, Error

Device state, Invalid device IDs

Nevire state Initialize #rror

Device state, State machine error
Device state, Invalid device IDs

Link state, No communication

Link state, Link without communication
Link state, Missing link

Link state, Additional link

Link state, Error at port A

Link state, Error at port B

Link state, Error at port C

1
1
1

=

- =

h]

lllustration 37: Topology diagnostic data
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As the diagnostic data is queried independently of the topology, the user can flexibly select the time
range here. Depending on the selection made, the diagnostic data is then visualised based on the

corresponding time range.

Last 24 Hours ~

Last topology to now ~

Selected Topology to now ~

Last reference to selected topology ~

Last reference to now ~

Custom = 23122024 14:35 &=

PROmanage® NT User manual

14.10.2025 13:46 i

Apply

Diagnostic data from the last 24 hours

Diagnostic data since the last retrieved topology until
now

Diagnostic data since the selected topology until now

Diagnostic data since the last reference topology up
to the currently selected topology

Diagnostic data since the last reference topology
until now

Diagnostic data in a user-defined time range
(accurate to the minute)
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8.6 Summary

The summary shows network-relevant parameters. The data is presented in the same way as in the
Analysis perspective in the Summary view (7.4 Summary). Therefore, the selection in the network
overview (folder, device, ...) determines which data is displayed. The time from the currently displayed
topology to the previous one is automatically set as the time period for the display. The evaluated time
period can be read in the second line of the view.

:‘ 25.08.2024 10:50 Current
Name Min  Max -
Nichtverfiigbarkeitszahler o 14

o% | Abmeldungen 0 0

N | Netzlast (%) 0 0

[ | Hochpriore Alarme 0 0

1| Niederpriore Alarme 0 0

- | Lastverhaltnis (Profinet / 1 1P) 1 500

| Gerstetemperatur (:C) 53 55

32 | Broad- und Multicast Telegramme | 102 | 3981

¥ | Aktwalisierungsrate [max) (ms) | 130,54 | 130,93

€| Aktualisierungsrate (mir) (ms) |17 | 199 .

Summary. Main Modules Expansion Modules

lllustration 38Summary (topology)

Main modules

The Main modules view is summarised into a group in the default setting and can be selected in the
bottom bar. It is used to display all relevant information required to recognise differences in versions
of identical devices. Devices of the same type but with different software versions are highlighted in

red.

Main Modules

Core Modules Order Number \Sl':sion Egsinn Serial Number Device Count
IM151-2 BEST 151-3AA23-C) V7.0.1 6 S C-CTTD0246201: 1
INBLOX Ethernet-k 124060000 v2016.08.4 2100151 1
PB-INspektor NT 124010020 2.0.1.109 1.1.06 00000186 1
PN-INspektor NT 124030100 v2.9.18 00000073 1
promeshb16 114110510 V1.1.0 1 123456 1
promeshb8 114110501 V1.1.0 1 00009012 1
promeshp10 114110200 V1.00 1 231351456 1
promeshp10+ 114110204 V1.1.0 1 00004907; 000049 2
promeshp10x 114110210 V1.1.0 1 723000549 1
promeshp20 114110022 V1.1.0 1 000003493 1
promeshp9+ 114110194 V1.1.0 1 00002601 1
PROscanActive 117000014 2.4.0358 1
SCALANCE X-200  6GK5 208-0BA10-; V5.2.2 [ VPC2502118 1

Summary | Main Modules: Expansion Modules

lllustration 39Main modules (topology)
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Extension modules

The Extension modules view is also used to recognise differences in versions of identical devices and

refers to modules that are subordinate to the main module.

Expansion Modules

< oromechodn

Summary Main Modules [Expansion Modules

HW
Version

Order Number swo
Version

- IMi513

6es7 151-30223-0080 RN 5
+ promeshb16

114110510 V110
+ promeshbg

114110501 V110
+ promeshp10

114110200 V100
+ promeshp10+

114110204 V110
+ promeshp10x

114110210 V110

Serial Number

5 C-CTTD02462012

123456

00009012

23135145

6

00004907; 00004908

723000549

a

Module Count

8.7 Device list

lllustration 40Summary (topology)

In the device list, all devices contained in the topology are listed in a table and their device-specific

information is listed.

Actions  Validation  Devicetype IPaddress Y Subnet
i%? 104125 255.255.2400
+ x i%%%%” 104123 255.255.240.0
+ i%%%ﬁf 1041.04 255.255.2400
+ i‘%’g%%? 104107 255.255.2400
+ i%%l‘ 104103 2552552400
+ i%? 104105 255.255.2400
+ i%? 104106 255.255.2400
+ i%%%%” 104102 255.255.240.0
+ v i%%%ﬁf 1041.0.1 255.255.2400
+ i%%%%? 104108 255.255.2400
i%%l‘ 1041.2.1 2552552400
+ i%? 1041.2.15 255.255.2400
10410123
104126
1041211
4

Gateway

0.0.00

1041.15.254

1041.15.254

104115254

1041.15.254

1041.15.254

1041.15.254

1041.15.254

1041.15.254

104115254

1041.15.254

1041.15.254

MAC Address

50:61:06:00:21:42

00:1B:1B:25:71:9D

50:61:D6:06:CACE

50:61:D6:06:38:86

50:61:06:06:38:C1

50:61:D6:03:AD:61

50:61:D6:02:EF:B7

50:61:D6:07:88:93

50:61:D6:05:EB:2C

50:61:D6:08:C3:ED

00:1B:1B:24:1E:81

00:1B:18:36:88:DC

54:EE75:9B:5A:05

50:61:06:00:40:89

50:61:06:00:11:31

Name Y Hardware Version

profinet-inspektor-nt v2.9.18

io-devicexb13b32

promesh-b&

promesh-p10-plus-2

promesh-p10-plus

promesh-p10
promesh-p10x

promesh-p20

promesh-p-plus

promesh-b16
<7-300

x208
15-PB-20503

PB-INspektor-PaSt

INBLOX Past

3

1

1

1.1.06

Software Version  Revision Number

25,0239

V7.01

V110

Viio

Vi.1.0

V1.0.0

V1.1.0

V1.1.0

V110

Viio

v5.2.2

240338

20.1.109

v2016.08.4

Device Type Name Y Serial Number

PN-INspektor NT

IM151-3

promeshbg

promeshp10+

promeshpi0+

promeshp10

promeshp10x

promeshp20

promeshpd+

promeshb16

57-300

SCALANCE X-200

PROscanActive

PB-INspektor NT

INBLOX Ethemet-Kopfmedul

00000073

§ C-CTTD02462C

00009012

00004907

00004908

231351456

723000549

000003492

00002601

123458

VPC2502118

00000186

2100151

L3

Device List| Port List

lllustration 41Device list
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Meaning of the icons - Device list

E‘ Shows devices from the last topologies of all selected devices/folders
Export as CSV file
+ Display of associated extension modules

Actions

Drop down:

o Display device in topology
o Open the website of the device in the web browser (only if IP address

available)

Validation

No validation rule applicable
v Validation rules fulfilled

X Validation rules violated

E Filter column

Device validation

Via the menu bar—-> Topology Device validation (11.8 Topology device validation), rules can be

described which characterise the criteria for selected devices as valid or invalid.

Topologie-Gerate-Validierung

‘ @ Exportieren ‘ ‘ @ Impartieren ‘ ‘ e Alle Ldschen

@. Neues Element

Regeln: Regeln: |§|

Device-1D = v o ° Softwareversion = “| 107 e
@&

@_ Softwareversion
Hardwareversion

Name
Gateway %
Subnetz

IP-Adresse
Beschreibung oK Abbrechen

lllustration 42Configuration Topology Devices Validation
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Filters and sorting

Use the key combination Ctrl + F to open a search field at the top to search for any values in the table.

The table can be filtered using the filter symbol in the first line, either by selecting existing IP addresses

or by describing filter rules.

hd

Select All b4

10.41.01 -
10.41.0.123
10.41.0.2
10.41.0.3
10.41.0.4
10.41.0.5
10.41.0.6
10.41.0.7
10.41.0.8
10.41.21
10.41.2.11
10.41.2.15
10.41.2.3

4N 44 W C

Show rows with value that

Is equal to v
al
And B
Is equal to =
al

Filter Clear Filter

lllustration 43Filter device list

Right-click on a column in the top row to sort the table in ascending or descending order.

IP address *

lllustration 44Column sorting
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Port list

The port list is a view (Arrangement of the viewing window), which is grouped with the device list in

the default setting. It can be displayed by selecting it in the bottom line of the group.

The table shows all ports that can be queried in the network and their values, with information on
connection type, properties and quality.

Port List

Remote Discards  Discards  Errors  Errors  Octets Octets

-
Actions  Number | Name  Connected With Line Type Cable Designation  Length > Connection Type ) = e |52 s Ohmic Resista

e
Power Budget  Power Budget
+  (profinet-inspektor-nt)

¢ > port-active | (promesh-p10-plus-2) Copper Not Supported 0 [ 0 0 32203035 136737285 0

+ (io-devicexb15b32)

ﬁ -1 port-001 | (promesh-p9-plus) | Copper 100BaseTXFD 0 0 0 0 3023370587 | 3148377490 0

* (promesh-b8)

> 1 port-001 | (promesh-p20) Copper 100BaseTXFD 0 0 0 0 128060043 | 110915207 0

> 4 port-004 | (promesh-p10) Copper 100BaseTXFD 0 1] 0 0 58448277 76034064 0

T

< (pr

omesh-p10-plus-2)

1 port-001 | (s7-300) Copper 100BaseTXFD 0 0 0 0 3588105174 | 3397674389 0

> 2 port-002  (profinet-inspektor-nt) Copper 100BaseTXFD 0 0 0 0 192490637 33783712 0

-2 port-004 | (promesh-p10-plus) | Copper 100BaseTXFD 0 0 0 0 3361636481 3857696108 0

> 8 port-008 | (INBLOX Past) Copper 100BaseTXFD 0 0 0 0 138820465 24287639 0

e dieiledie)

Device List [Portlist

lllustration 45Port list

Use the key combination Ctrl + F to open a search field at the top to search for any values in the table.

9 Alarm management

Alarm management is used for the organised notification of different users. Alarms can relate to
different areas (9.2 Network overview) or due to different events (9.3 Available parameters),

notifying different groups of people (9.4 Available actions).

PROmanage® NT User manual
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9.1

Presentation

In the alarm management perspective, threshold values are defined and scenarios are developed on

how to react to events in monitored networks.

Es ' 5 B )

lllustration 46Alarm management

Configuration of an alarm

1.

o

Selection of a device or folder for which an alarm is to be created
(9.2 Network overview)
Selection of a device type, display of the threshold values suitable for the device type
o Drag'n drop available threshold values into available alarm templates
(9.3 Available parameters)
Selecting an action
o Drag'n drop available actions into available alarm templates
(9.4 Available actions)
Grouping threshold values and actions into an alarm template
(9.5 Available alarm templates)
Display of active alarm templates

Deleting active alarm templates

Arrangement of the viewing window

Identical, as in analysis (Arrangement of the viewing window).

PROmanage® NT User manual
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9.2 Network overview

Alarm templates always apply to a device or folder. The available alarm templates relate to the current

selection in the network overview. To create an alarm template, an element of the network overview

must first be selected.

F]

ﬁ root

Metwork overview

S | &F | @

g Ii Sample_Machine

b a profinet-inspektor-nt 10.41.25

9.3 Available parameters

lllustration 47Alarm management network overview

Depending on the selection of a device type (left), the available parameters for the selected device

are displayed (centre). By left-clicking, drag'n drop, threshold values can be transferred to the

Available alarms view (right). There they can be summarised into groups or several templates can be

created, depending on where the transferred threshold value is stored.

Available parameters
5w @ CANobserver

ExherCAT

EtherNet/IP-INspekior
PROscanSenice
CBINspaitor

1P device

PNMA

EMv-Nspecorv2
PROFIUS-Nspebdor NT
PROFIBUS-Mspeltor
S PROFINET devie
ASiiNspektor

NBLOX

Available parameters A

PROFINET-INspektor NT

Availabic

PROmanage® NT User manual

Creste slarm template autometically

mERmme

Defaukt InchSol Template
nswailabilty countee 25

" fguration changed
.

lllustration 48Creating alarm templates
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9.4 Available actions

If no action is selected, alarms are triggered when threshold values are exceeded in the active alarm

templates (9.6 Active alarm templates) under Notifications (10 Notification). If a message is to leave

the system, actions can be preconfigured in Available actions.

Create a new action

Left-click on a New ... action to open a dialogue to assign parameters for the action.

Available actions

New email action
)

New SNMP trap action
New user-defined action

new topology scan action Te

Neme | Email action 1

Subject | Threshold exceeded at {Devicelnfo} ({Parameter})

Configuring a new action

Ok

lllustration 49Creating an alarm action

Depending on the action, other parameters must be specified or requirements observed.

Mew email action

Mew email action

Mew user-defined action

new topology scan action

PROmanage® NT User manual

Sends an e-mail to one or more recipients. Additional recipients are
separated by spaces.

Prerequisite: Setting SMTP (11.10.1.1 E-mail server configuration)
Multiple recipients by separating the addresses with spaces

Sends an SNMP trap to a trap receiver.

Test under Settings (11.10.1.2 SNMP trap receiver)

Starts an application on the PC.

Test under Settings (11.10.1.3 User-defined action)

Starts a topology scan by a PROFINET INspektor NT.

Can only be configured for PROFINET INspektor NT or PROscan

Service.
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Apply a new action

Prepared and configured actions are transferred to available alarm templates via drag'n drop.

Available actions Available alert templates
New email action =
" 4 E-Mail an Servica Default Indu-Sol Template
D e o @ Unavailability counter 2 5
New user-defined action ™ . -
(52 E-Mail an Instandhaltunﬂ PROmesh device configuration changed
new topology scan action Qe —t S —
— \ o Alarmvorlage 1 /)
3 E-Mail an Bedienea \ @ High priority alert > 1
il
— x Bus node failure > 1
E:l SNMP TRAP an 'a 1) Telegram gaps 2 1
—_— \
— \ &= Telegram overtakes 2 1
(=] Execue '°”ﬁ"°a E Telegram jitter > 50 %
e
— § ® Bus node restart > 1
0 Seke Topologie-ScaD O Unavailability counter 2 1
.
- —_—
- ! Alarmvorlage 2 —
/2. Seate graph < 60 %
o | - J
|® E-Mail an Instandhaltung I

lllustration 50Linking alarm actions and alarm triggers

Inserting a Telegram Bot

First, you need a Telegram account. To do this, download the Telegram app from https://telegram.org/
or from the Play Store (Android) or App Store (iOS). A valid phone number is required to create your
account. Choose a name (real name or pseudonym) and complete the account setup.

To create a Telegram bot, we will use the service "BOTFATHER" in this guide. On the same device
where you created your Telegram account, open a browser of your choice and visit
https://telegram.me/botfather. This should (either automatically or by clicking the “Start Bot” button)

open your Telegram app.

Click on “Start”. Botfather will provide you with a list of commands to manage your bots. You can either

type these commands yourself or click them directly in the message from Botfather.

Create your first bot using the command /newbot. Botfather will guide you through the setup. You will
need to give your bot a name and a unique username. The name can be anything, but the username

must end with “Bot”.

PROmanage® NT User manual
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Example:
Name: TelegramProManage

Username: ProManageBot

Done! You have created your first Telegram bot!

In the message you received, you will find a token. Never share this token with others. This token

allows control of and access to messages from your bot. Store it securely.
You can access your bot via the link at the top of the message. In the bot’s chat, click “Start”.

To retrieve the chat ID required by ProManage to send you messages, enter the following link in a

browser:
https://api.telegram.org/bot<YourToken>/getUpdates
Replace <YourToken> with the token you received from Botfather. Visit this URL.

You should now see a text output in your browser that looks something like this:

{"ok":true,"result":[{"update_id":115822816,"message":{"message_id":3,"from":{"id":6972774780,"is_

bot":false,"first_name":"Max","last_name":"Mustermann"},"chat":{"id":<this_is_the chat_id>,"title™:"
BotTest","type":"supergroup"},"date":1710496169,"text":"test"}}]}

The bold and highlighted part is your chat ID. Copy and store this number securely.
Now we have all the data needed to activate the Telegram bot in ProManage.

Go back to ProManage and navigate to: Alarm Management — Available Actions — New Telegram

Action.
Give your action a name and fill in the fields for Bot Token and Chat ID.

Confirm with “OK”. Your Telegram action should now appear under Available Actions.

PROmanage® NT User manual
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9.5 Available alarm templates

The view shows prepared alarm templates that are not yet active.

By adding further threshold values (9.3 Available parameters) or actions (9.4 Available actions) in
an existing alarm template, these are bundled into groups. Depending on where the parameter is
stored in the view, a new template is created or an existing template is extended by that parameter.

In this way, templates can be created for different alarm strategies.

The values of the element can be configured by left-clicking on the name of the template or a

parameter.
Available alert templates
| —

Default Indu-Sol Template
@ Unavailability counter 2 5

Edit alarm template

PROmesh device configuration changed
S— —

v

PROFIMET surveillagce Name |PROFINET surveillance

]&« High priority alert = 1 @

x Bus node failure = 1 Ok

[ Telegram gaps = 1

PROFINET Uberwac!

&= Telegram overtakes 2 1

T Telegram jitter > 50 % —
o Z Telegram jitter Telegram jitter = 5000 T %
@ Bus node restart 2 1

@ Unavailability counter = 1
—

v

Apply this change

—
stategraph surveillance
I__,i State graph < 60 %
— —

lllustration 51Edit alarm template

Created templates can be transferred to active alarm templates via drag'n drop.

9.6 Active alarm templates

All templates stored here are active, i.e. if one of the threshold values is exceeded, an alarm is
triggered via notifications (10 Notification). If the template also contains actions (9.4 Available actions),

these are executed.

If you modify an active alarm template in a parent folder, you also change the active alarm template
of its subfolders. You cannot edit this template at this level, but you will be redirected via a link. When

a parent template is updated, the subtemplates are, of course, updated as well.

PROmanage® NT User manual
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9.7 Wastepaper basket

The elements dragged here by drag'n drop are deleted.

10 Notification

In the Notifications perspective, all system, subscriber, trap and device messages are summarised

and listed in an alarm overview.

e System messages: Messages from the PROmanage® NT software, e.g. errors during scan,

initialisation of the data collector, ...

e Threshold messages: Exceeding an active alarm template (9.6 Active alarm templates)

e Trap messages: If the trap receiver is activated, the traps that are received are listed in the

notification window (11.10.1.2 SNMP trap receiver).

o Device messages: Messages relating to an individual device, e.g. errors during scanning or

device-specific threshold value violations.

e Inspektor Alert messages: These are alarm messages that are generated and retrieved by the
PROFINET-INspektor® NT.

¢ Validation messages: Anomalies are listed when device validation has been set up.

e OPC error codes e.g. OPC license invalid, internal error in control

5| @ @
s lausoot

> [@ Sample_Machine
> @ profinet-inspektor-nt

. »

Postbox: (203) 3
v Only show unconfirmed
messages A maximum of 1000 elements of the selected fiter will be drsplayed.
Message type | Message
Active timeframe
System |Scan failed at device profinet-inspektor-nt 10.41.2.5

System
¥ System System
! Threshold System
System
< Trap F—
~ Device System
System
System
System
System

System

Confirm all

Update

Threshold

2. System

System
System

|Scan failed at device profinet-inspektor-nt 10.41.2.5
| Scan failed at device profinet-inspektor-nt 10.41.2.5
| Scan failed at device profinet-inspektor-nt 10.41.2.5
| Scan failed at device profinet-inspektor-nt 10.41.2.5

i ice profinet-inspektor-nt 10.41.2.5
10.41.2.5

p 104125
inspektor
Scan failed at device profinet-inspektor-nt 10.41.2.5
Scan failed at device profinet-inspektor-nt 10.41.2.5
Scan failed at device profinet inspektor-nt 10.412.5
| Threshold exceeded profinet-inspektor-nt
Parameter Unavailability counter

Valve 5

| Threshold 5

Scan failed at device profinet-inspektor-nt 10.41.2.5
Scan failed at device profinet-inspektor-nt 10.41.2.5
Scan failed at device inet-inspektor-nt 10.41.2.5

History Analysis Topology Alert management | () Messages 203

Aug

W 20 N 2 23 24 5 26

Date

26.08.2024 11:57:16
26.08.2024 11:56:16
26.08.2024 11:50:04
26.08.2024 11:49:00 4 -
26.08.2024 11:48:00
26.08.2024 11:47:01
26.08.2024 11:46:00
26.08.2024 11:45:00
26.08.2024 11:44:00
26.08.2024 11:43:00
26.08.2024 11:42:00
26.08.2024 11:41:00

26.08.2024 11:40:00
26.08.2024 11:40:00

26.08.2024 11:39:00
26.08.2024 11:38:00 .

Data collector running - IS-PB-20503:1988 Stop collecting

lllustration 52Notification perspective
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Network overview

e The selection in the network overview determines which messages are displayed.

The root folder can be selected to display all messages.

Display selection

e The selection of the check boxes determines which messages are listed. Messages
can be confirmed using the buttons. Every change in the check boxes or the period

selection is applied after left-clicking the Update button.

Period selection

o Daily display in list by selecting year, month and day.
e Setting the year and month by selecting

e Setthe days by moving the arrow marker

20 21 22 23

Message display

e Detailed list of the type and content of the message
e Bold - Message not yet confirmed (as read)
e Forthreshold value message - double left-click to open the parameter in the Analysis

perspective

PROmanage® NT User manual
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11 Menu bar

11.1 Representation

% PROmanage® NT - promanage 1:

File Window Help 2.

3.

lllustration 53Menu options

1. Display database

e The name of the database that is currently displayed is shown next to the software

name PROmanage® NT.

2. Menu bar

¢ File - Used to operate, manage and set all functions related to the recording of
PROmanage data.

e Window - For navigation in the individual views and perspectives, as well as setting
the language.

e Help - Information on version, licence and third-party providers is displayed here and

access to log data is provided.

3. Meaning of the icons:

Opens a new view (7.3 View)

H Saves the settings made (lights up when changes have been made)

E User change

PROmanage® NT User manual
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11.2 Change/create database

In the system description (1.3 System description) describes the role of the database. The data flow
diagram (1.4 Data Flow Diagram) shows the necessary settings for a connection from PROmanage®
NT Client to PROmanage® NT Database. The database connection parameters must also be taken
into account during installation (2.4 Installation procedure), but can also be changed in this view at
any other time. In case a database already exists, you can initialise it. In this process, all data in the

database will be wiped.

Configure database connection

Connectin PROM ra
Connection Hawaii ra
Connection Assembly ra
Server localhost Port | 432[
User postgres
550 Mode Prefer
ConnectionString Addition
Authentication Password
Password assssRes « Save password
New database instance promanage - Create database
v Apply to data collector as well Check 0K Cancel

lllustration 54: Configure database connection

1. Configurations of the database connection
2. Selection / creation of a database
3. Selection of available options

4. Templates Database connection

Configuration of the database connection

PROmanage® NT User manual
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PROmanage® NT uses the data entered here to establish a connection to a database server. With

the full installation a PostgreSQL server is installed. The default configuration is:

Server localhost
Port 5432

Users postgres
password postgres

In the "Connection String Addition" line, you can specify the encryption of the connection between the

database and the client. By default, this connection is not encrypted.

During the client installation (2.4.2 Client installation), the data of the server on which a PostgreSQL

server was installed by the PROmanage NT installation (or other) must be entered in this field.

You can also use a Certificate to connect to your Database. Just use the Dropdown menu in the

Authentication field and select Client Certificate.

SSL Configuration:

You can choose which kind of SSL mode you want to use. You can choose between:

Disable: deactivate every kind of SSL connection

Allow: allows SSL connection

Prefer: checks if SSL is supported, if not, falls back to non SSL connection

Require: the connection need to be secured by SSL, if not, connection refuses

VerifyCA: the server checks if the certificate is signed by an certification authority.

VerifyFull: the server checks, in addition to VerifyCA, if the username or its mapping matches the

Common Name

In case of uncertainty, please refer to the PostgreSQL documentation about SSL:

https://www.postgresql.org/docs/current/ssl-tcp.html

Selection / creation of a database

If the server data is entered correctly, PROmanage® NT can manage the database. The databases
available on the server are displayed and selected via the drop-down menu. Click OK to load the

displayed database.

PROmanage® NT User manual
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A new database is created using the plus icon. To do this, enter a name in the Database name field
and click on plus. This click causes PROmanage® NT to create and select a new database on the

PostgreSQL server.

database instance promanage |+

promanage
Test_Fehlerbilder

lllustration 55Selection / creation of a database

Selection of available options

The following options are available.

+| Apply to data collector as well Check OK Cancel

lllustration 560ption selection

« Apply to data collector as well Once this selection has been made, the devices are queried

according to the network overview of the selected database after
confirming with OK. The selection is only possible if the data

collector is currently running:

PROmanage® NT Status bar -

Check Checks whether a connection to the database is possible with the

settings and whether the database structure corresponds to that of
PROmanage® NT.
oK Adopts the settings. Logs out when the database is changed.

Discards the settings

Cancel

Templates Database connection

PROmanage® NT User manual
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_ If there are repeated changes between configurations, it makes
Connection Hawaii s sense to create templates of the settings.
Connection Assembly o Click on New to transfer the current settings to a
template.
o Templates are renamed using the pencil icon.
o Click on a template (highlighted in blue) to load
the saved settings.
o If atemplate is selected, the settings can be
e changed and then applied to the template by
Save clicking Save.
Delete o Selected templates (highlighted in blue) can be

removed via Delete.
lllustration 57Database

connection templates

PROmanage® NT User manual
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11.3 Save database

By backing up the database, it is possible to restore the previously recorded data at a later date or on
another system. The result of the backup is a DBB file that can be transferred at any time.

The Save database window is processed from top to bottom and a decision is made on each setting.

Export Database

Choose database to export

Choose a filename for export

Settings

+ Time Range 28072024 .
/| Export Data and Annotations

| Export device backups

| Export topelogies

| Export Alerts

Export

lllustration 58Database backup
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‘ Choose ‘

‘ Browse ‘

+| Time Range

| Export Data and Annotations

| Export device backups

| Export topologies

' Export Alerts

‘ Sichern ‘

‘ Cancel ‘

"1 Useful links:

Opens the Change/create database window™ to select a database

to be backed up.

Opens a Windows storage dialogue to select a storage location and

name for the backup file.

By specifying a start and end date, only the data recorded during this

time is saved. If no time range is specified, all available data is saved.

Saves:

Saves:

Saves:

Saves:

o

o

the list of devices and folders in the network
overview "

the device management settings ™

the state graph of the perspective analysis™ and

the marker set there

the list of devices and folders in the network
overview "1

the device management settings !

the list of devices and folders in the network
overview "t
the device management settings ™

the topologies of perspective topologies "

the list of devices and folders in the network
overview "1
the device management settings !

the messages of the perspective notifications !

Starts the creation of the backup

Cancels the process

o 11.2 Change/create database

o 7.2 Network overview

o 7 Analysis

o 11.6 Device management

o Marker

o 8 Topology

PROmanage® NT User manual
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11.4 Restore database

A database backup (11.3 Save database) of file type DBB can be restored in PROmanage® NT. The
backup file is loaded into a PostgreSQL database by PROmanage® NT. A dialogue window opens via
the Select button to create a new database or select an existing one. The backup cannot be loaded
into the currently displayed database. If the backup has been successfully restored, you can switch to

this database in the next step (11.2 Change/create database).

Import Database x

Choose the database backup file
Browse

Choose the destination database

Choose

Import Cancel

lllustration 59: Restore database

Opens a Windows Explorer window to select the location of the backup

‘ Browse ‘
file to be restored.
‘ Choose ‘ Opens the Change/create database window (11.2 Change/create
database) to select a database into which the backup file is to be loaded.
‘ Import \ Start the restore process
‘ Cancel ‘ Cancels the process
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11.5 Manage data collectors

The data collector is the centrepiece of the PROmanage® NT software. It is configured by the

PROmanage® NT client and then collects information from decentralised data collectors, such as an

INspektor® , managed switch or others. The collected data is then written to the PROmanage® NT

database.

The current status of the data collector is always displayed in the bottom line of the PROmanage® NT

window and can be stopped/started.

Data collector running - I15-PB-20503:1988

Data collector stopped - 15-PB-20503:1988

No data collector found

Start collecting

Stop collecting

Data collector service has been launched.
Service collector Service was stopped manually.
The data collector service has not started.

Starts a stopped monitoring. The settings made
in the device management (11.6 Device

management) are queried.

Stops ongoing monitoring. No further data is

gueried in the network.

PROmanage® NT User manual
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The data collector can be configured and the current settings displayed in the Data collector

management window.

I

Data collector management

Connection details 1.

Server ‘ localhost ‘

Port 1988 &
Connect

General information

GeneralVersion 24.1.381 9
Status Menitoring
Running Stop collecting

Connected database promanage
Schema version 88

Licensing Information

License number JOOKX=XOOK-XO00E- XXX
Licensed for

License capacity 2000 Port(s)
Demo version 3.

License has expired
Valid until version  9.9999

Update
Restart WinPCAP driver
Set database of this data collector

Select database

5. Ok

lllustration 60Data collector management

1. Connection information: Setting the connection to which data collector a connection is to be
established.

2. Information overview: Version, status and licence information about the connected data
collector

3. Applicable action
4. Change to which database the data collector should write its collected data

5. Close window

PROmanage® NT User manual
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Connection information

During the full installation (Fehler! Verweisquelle konnte nicht gefunden werden. Fehler!

Verweisquelle konnte nicht gefunden werden.), the PROmanage® NT client and data collector are

installed on the same system. Then the basic settings are:

Server: localhost

Port: 1988

If PROmanage® NT client and data collector are installed on separate systems, the server IP address

or name must be entered. It must also be ensured that port 1988 is enabled in the connection between

the client and data collector.

The data collector can only be accessed via the Connect button to display information and perform

actions if the connection information is entered correctly.

Meaning of the buttons

Stop collecting

Start collecting

Update

Restart WinPCAP driver

Select database

PROmanage® NT User manual

Stop the surveillance

The settings made in the device management (11.6 Device
management) are no longer queried and consequently no new

data points or topologies are displayed in a perspective.
Does not stop the Indu-Sol Data Collector Service
Starts monitoring

The settings made in the device management (11.6 Device

management) are queried.

Updates the information requested by the data collector, e.g. if

the licence has been extended in the background.

Restarts the driver that executes the network queries.

Specify the database in which the collected data is stored.
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Select database

Clicking the Select database button opens a window with the same display as for Change/restore
database (Change/create database). The window is not prefilled. A database selected here is now the
storage location for collected data. With a full installation, the default settings can be used, as the

PROmanage® NT database and data collector are installed on the same system:

Server localhost
Port 5432

Users postgres
password Postgres

During the client installation (2.4.2 Client installation), the name or IP address of the server on which

the data collector is installed and is to be configured must be specified.

PROmanage® NT User manual
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11.6 Device management

Device management is the centrepiece of the PROmanage® NT application. It is used to configure the
data collector and thus determines which devices are queried. In addition, extensive settings and

actions can be carried out here, which simplify the operation and maintenance of the system.

11.6.1 Presentation

[ T—— =]
icense capacity | 2
164 / 2000 Portis) ( 1836 Port(s) available) | Network interfaces _~ .
Set-up Device name 1P address Folder Ports 3]
« v PROFINET device/switch (with more than 2 ports)  (8)
+ | promesh-p8-plus 104101 Front of line 9 Device information | Manitoring
' promesh-p20 104102 Front of line 20 + Properties
+ | promesh-p10-plus 104103 Front of line 10
M || promesh-b8 10.41.0.4 root 8 P address
| [pomnehpioc 104106 [endofine 0| Insalletion place
| promesh-p10-plus-2 10.41.0.7 Front of line 10 Contact person
+  promesh-b16 10.41.0.8 Front of line 16 Davice 1D
| io-devicexb15b32 104123 End of line 3 [ 4
INBLOX (1) ) .
WManufscturer Identification
| INBLOX Past 1041211 Front of line 2
PROFINET-N
3. . Non-supported devicss (1) =me
Mot 1041212 1041212 oot 0 DCP-Device type
PROFINET-INspektor NT ) Serial Number
| profinet-inspektor-nt 104125 root s Hardwars Version
Firrware V1.3.1,12_2024041866D

Authentication

Username | ‘

Password

Reload

Complete device configuration

Backup Restare

- Upd

5 Scan - IP-Ranges | SNMP configurations | Scan manually Set-up Close

Data collector running - IS-PB-20503:1988

lllustration 61Device management

Licence volume - display how many ports are available, used and free (3 Licensing)
Network adapter - drop-down selection of which interface is used

Device overview - list of devices and their status

p w0 DdF

Device information and monitoring:

e Device configuration (11.6.2 Set up devices)
e Backing up the device configuration (Save device configuration)
e Firmware update (Firmware updateFirmware updateFirmware update)
e Scan setting (Scan)
e Memory setting (Data retention time)
e Setting the evaluation, recorded data (State graph calculation)
5. Scan and set up devices, apply settings
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Menu bar

Meaning of the icons

The device is entered in the data logger and is actively queried.

There is a connection problem. Select the device for detailed information.

Select whether the device should be included in monitoring. Confirm using the Set
up button.

Manual - The device was scanned manually.

= TEI
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Meaning of the buttons

Scan v

ASi-INspektor
CB-INspektor
Switch/PROFINET device
INBLOX
PROFIBUS-INspektor NT
PROFIBUS-INspektor
PROFIMET-IMNspektar
PROFIMNET-INspektar NT
iPNMA
Etheriet/IP-INspektor

IREERREEEEE

IP-Ranges E

192.168.212.10 - 192.169.212.1
192.168.212.60 - 192.169.212.70

192 .169. 212.110 |- 192 . 168 . 212. 90 ‘

O
O
+

O
+

SNMP configuraticns

Scan manually

Set-up

Apply

Close

PROmanage® NT User manual
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Starts an automatic network scan and checks
which accessible devices support a query.

Depending on the network settings and the
number of accessible devices, the scan can take
from a few seconds to several minutes.

e The search can be restricted to specific
device types in the corresponding drop-
down menu.

e The scanning time can be significantly

reduced by narrowing down the search.

Opens a drop-down menu to specify address
ranges to be scanned.

The scanning time can be significantly reduced by
narrowing down the search.

e The scanning time can be significantly

reduced by specifying an address range.

e Removing a scan area

e Adding a scan area

Opens a dialogue window to configure SNMP
(SNMP configuration).

Opens a dialogue window to set up an individual
device (11.6.2 Set up devices).

If a new device has been added to the device
management list, the cyclical query does not start
until the Set up button is pressed.

If settings have been changed, they become
active with the Apply button.

Changes are not accepted.
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SNMP configuration

PROmanage® NT always requires read-only access to query the device information. If access
restrictions are configured for devices, SNMP users or communities can be specified in this screen.
The configurations can be sorted using the green arrow buttons, depending on which is to be used
first when establishing a connection. If a connection to a device does not work, the next configuration

is tested. If a configuration has been used successfully, it is saved for future access to the device.

@ New configuration <Refresh @Delete all

=
L

SNMP Version

Username = user

Authentication = None

Encryption = None

SNMP Version V2 » t
Community private ‘ |§|

SNMP Version
Community

V1
public

OK Cancel

lllustration 62SNMP configuration
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11.6.2 Set up devices

As with the first steps (4 First steps), various devices can be added to the monitoring system step by
step and individually (4.2 Add decentralised data collector). This procedure is suitable if only a few
devices are to be added.

The same procedure can be used for the automatic scan ( network scan) can be used. This procedure
is suitable if many devices are to be added in one step.

Special configurations

Some setting options are only available in the manual scan dialogue window.

IP devices:

If an IP device is set up, it is checked for availability via a ping query. Values can also be queried via
OPC UA, SNMP or individual OIDs.

) "l W @ § 9
CANobserver t EtherNet/IP-INspektor PROscanService CB-INspektor IP device
=Y v
iPNMA PROFINET-INspektor NT EMV-iNspector V2 PROFIBUS-INspektor NT ~ PROFIBUS-INspektor  Switch/PROFINET device
) ol : ’ﬁ
3 N -
- id - ’
LRy
<
ASi-INspektor INBLOX PROFINET-INspektor
Common
IP address
Tep 4840 OpcUa
SNMP

SNMP Version v2 Use SNMP settings to try

Community public
SNMP Values

Select MiB

OPCuA

Number of selected OPC values 0

Cancel

lllustration 63: Configuration IP device
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Switch / PROFINET device:

The device query is enabled by setting the IP address. If a different community applies to the device,

it can be entered here.

Port detection - Different switches output different information with different MIBs (Management

Information Bases). It is therefore possible to choose between different MIBs to obtain the appropriate

display for your switch. If the display does not correspond to the desired information, try using a

different MIB.
Device set-ug A
CANobserver EtherNet/IP-INspektor PROscanService CB-INspektor IP device
H ; :
i H ;
- =
iPNMA PROFINET-INspektor NT EMV-INspector V2 PROFIBUS-INspektor NT ~ PROFIBUS-INspektor | Switch/PROFINET device
] 4l R
'
7’
s - &
3 .
<
ASi-INspektor INBLOX PROFINET-INspektor
Common
IP address
SNMP
SNMP Version |\ § Use SNMP settings to try
Community public
Port detection
Source for port detection (SNMP) | Bridge-MIB + IF-MIB (Default) N
Cancel

lllustration 64: Configuration switch / PROFINET device
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INspector® :

The device query is enabled by setting the IP address. Enables a connection to be established
exclusively via HTTPS. PROmanage® NT uses the standardised TLS validation of the .NET
framework with automatic trust check via the Windows certificate store. This implementation means
that the certificates stored in the delivery status of Indu-Sol devices are not recognised as trustworthy.

In order to be able to set up the devices anyway, the "Ignore certificate errors" checkbox must be

activated. It is therefore also possible to use your own certificate.

Device set-up

ﬁ | “ . i @ g ‘
CANobserver Ethe EtherNet/IP-INspektor PRQOscanService CB-INspektor IP device
P — El e
=] g a’
PNMA PROFINET-INspektor NT | EMV-INspector V2 PROFIBUS-INspektor NT  PROFIBUS-INspektor  Switch/PROFINET device

™ |
47

-
3/
~

ASi-INspektor INBLOX PROFINET-INspektor
Common
IP address
Https 4

[] Ignore certificate errors

Cancel

lllustration 65: Configuration INspektor®
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11.6.3 Device information

If a device is selected in the device overview, the device-specific information is displayed in the Device
information tab. By pressing Ctrl + left mouse button, several devices can be selected at the same

time and common properties can be displayed. Device names are loaded through the GSDML-File.

Device configuration

Various configurations can be made via the Device information tab in the Properties drop-down menu,
depending on the device type. Adjustable values are highlighted in white, non-adjustable values in

grey. Changes must be saved using the Apply button.

LY

Device information | Monitaring
« | Properties
Installation place Home of PROFINET-INspektor NT
Contact person info@indu-sol.com
Ip address active interface 104125
MNetmask active interface 255.255.240.0

DHCP active interface

%

Device information | Monitoring
~ | Properties
IP address
Installation place
Contact person
Device 1D

Manufacturer

Apply Reload Discard

Illustration 66Device information

Save device configuration

At the end of the Properties drop-down menu, there is an option for some devices to save the
configuration of the device in order to restore it at a later date. Clicking on Save opens a Windows
save dialogue to save the configuration on the system. The progress of the device backup is displayed
in a window that opens. This file can then be selected via the Restore button in order to load a saved

configuration into the device.

Complete device configuration

Backup Restore

lllustration 67: Backup / restore device configuration
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Firmware update

At the end of the Device information tab, an update can be carried out in the Update drop-down menu

depending on the device type. This function is used in particular to update several devices by selecting
the same device type several times with Ctrl + left mouse button.

Clicking on the Browse button opens a Windows dialogue to select an update file. Clicking the Start
update button opens a separate window that displays the progress of the update.

+ | Update
Switch/PROFINET device
Browse

Start update

lllustration 68: Firmware update
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11.6.4 Monitoring

If a device is selected in the device overview, the device-specific information is displayed in the

Monitoring tab. Changes in this tab must be saved using the Apply button (bottom right).

Device information | Monitoring
* | Scan
* | Connection settings

v | State graph calculation

lllustration 69: Monitoring

Scan

Various options are available in the Scan drop-down menu, depending on the device type.

Scan active Selection of whether or not data should be requested from the device

Activate device backup Selection of whether the configuration of the device should be saved
or not

Query interval Setting how often data should be requested from the device

Data retention time Setting how long data from the device should be saved

Ports / Modules / Selection of whether ports or devices subordinate to the main device

Subordinate devices are to be queried

+  Scan

Scan active b

Enable device backup b

Scan interval (in minutes) 12
Data buffer time (in days) 183 2

Ports/Meodules/Sub devices

4 promesh-p10x

«Port 1 (TX) Indu-50l, Indu-5ol Switches, Ethernet Port, X1 P1
«|Port 2 (TX) Indu-50l, Indu-5ol Switches, Ethernet Port, X1 P2
' Port 3 (TX) Indu-5ol, Indu-Sol Switches, Ethernet Port, X1 P3
' Port 4 (TX) Indu-5ol, Indu-Sol Switches, Ethernet Port, X1 P4
«|Port 5 (TX) Indu-50l, Indu-50l Switches, Ethernet Port, X1 P53
« Port § (TX) Indu-50l, Indu-5ol Switches, Ethernet Port, X1 P&
« Port 7 (TX) Indu-50l, Indu-5ol Switches, Ethernet Port, X1 P7
« Port 8 (TX) Indu-50l, Indu-5ol Switches, Ethernet Port, X1 P8
« Port 9 (TX) Indu-50l, Indu-5ol Switches, Ethernet Port, X1 P9

«|Port 10 (TX) Indu-Sol, Indu-5ol Switches, Ethernet Port, X1 P10

lllustration 70Scan settings
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Connection settings

Depending on the device type, the second drop-down menu refers to the connection settings to the

device. This setting is queried during a manual scan. Default values are assumed for an automatic

scan (11.6.2 Set up devices).

“  SNMP
SNMP Version V3
Username user
Authentification
Mode SHA-256
Password YT YY YT Y Y Y
Encryption
Mode AES-128
Password ssccssscssssesne

lllustration 71Connection settings
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State graph calculation

The data collected by the devices is evaluated by PROmanage® NT in order to display it as a status
graph (7.3 View). Poor values lead to a collapse of the status graph. The extent to which the state
graph collapses is defined by the state graph calculation. The default settings can be customised in
order to adapt them to the conditions of the network. The aim is to make the settings so that the status
graph displays 100% during normal operation of the network. The status graph should only collapse

if there is a deviation from normal values.

Depending on the device type, the status graph is configured globally for a device or for a port, module
or subordinate device. The selection (highlighted in blue) determines the parameters that can be set.
Settings only take effect once they have been accepted. It is not possible to change the status graph

retroactively.

Ports/Modules/Sub devices

4 promesh-p2-plus
o Port 1 (TX) Indu-Sol, Indu-Sol Switches, Ethemet Port, X1 P1
~ Port 2 (TX) Indu-Sc 1-50l Switches, Ethemet Port, X1 P,

~ Port 3 (TX) Indu-So

~ Port 5 (TX)
~ Port 6 (TX)
IPort 7 (TX) Indu-Sol, Indu-5
~iPort § (TX} Indu-Sol, Indu-So

» Port 9 (TX) Indu-Sol, Indu-S0! Switches, Ethemet Port, X1 P9
* SNMmP
+  State graph calculation

s Changes to the state graph calculation parameters will become active only after saving.

Reset Settings

nverse  Active Parameter nitial dynamics Minimum decrease  Final dynamics  Maximum decrease
¥ Error rate

- @ IN Discards 12 5% 1 5 60% =

o | B0 N Errores 12 5% o 53 B0% 3

T Link State Change

¥ | T Network load 0% 5% ° 50% > 60%

Tl Network load per ms (max)

v | % OUT Discards 12 5% * 5% 60% o

~ |5 ouT Errors 12 5% ; 52 60% -
v ¥ | = Quality Value (line disgnosis) 0% 2 0% 2 10% 5 0% -
v (Y Speed

lllustration 72: Configuration of the state graph settings
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The response of the state graph is influenced by setting the dynamic start/end and the min./max.

reduction. It is important to note whether this is a normal or inverse parameter.

State graph State

¥ Inverse parameter

State

Minimum decrease

Minimum decrease

Maximum decrease Maximum decrease

0% 0%

State graph

Normal parameter

Value

Final dynamics Initial dynamics

Final dynamics

Initial dynamics

Value

lllustration 73State graph calculation lllustration

Example: Value IN Errors of a switch port

Parameter Initial dynamics

Inverse Active

E

Minimum decrease

() 1N Errors 12 20% 2

-

Final dynamics

-

0 2

Maximum decrease

60% o

lllustration 74Example parameters

If an IN error is detected at a switch port, the status graph is reduced by 20 % to 80 %. If more (1 <
10) IN errors are detected during a query, the status graph collapses more sharply. If ten IN errors are
detected, the status graph is reduced by 60% to 40%. If more than 10 IN errors are detected, the

status graph will not collapse any further.
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11.7 Device Identification management

The screen rule management refers to the topology defined in the Topology perspective (8 Topology)
of device icons displayed in the Topology perspective. PROmanage® NT has a database of images

to display topologies clearly. If a device has no image stored, it is displayed as a question mark.

Ansicht 1 Data

Holg &- D00 4@2. 0 ¢ i @
-
0210123 04108 [ Exclude device from topology comparison
Notes
Edit
MAC Address
S4EE75:98:5A:05
IP address
1041.0.123
Name
I5-PB-20503 promesh-b16 15-PB-20503
Order Number
. o G
o 0 T " Hardware Version
p < (088¢E0Eee0800CEseECCesOOCeeEO > ;:f'mmm
-

lllustration 75Topology perspective - missing device icon

To assign an image to one or more devices, an element must be created in which an image can be

selected or imported. The assignment is made by defining rules.

Picture rule management

@ New Element CApply @Export @Import @Delete All

Rules: |§|
E v MAC Address vl = ‘| S4EE:75OB:SA0S

@&

Import Picture

oK Cancel

lllustration 76 Element of the device identification management
By applying the rule, the new image is assigned to the device in the Topology perspective.

Ansicht 1 Data

HE @ & 00 4@T. ¢ 0 | S @
-
10.41.0.123 1041.08 [ Exclude device from topology comparison
o Y Notes
Edit
PC MAC Address
PG 54:EE:75:9B:54.05
IP address
10410122
Name
IS-PB-20503 promesh-b16 BIPET O e
Order Number
P » T Edit
o8 00 10 I Hardware Version
b < (€€e8¢08eee000eeeeeeeeeCeCeee i

lllustration 77 Topology perspective - Applied device icon
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Meaning of the icons

@ New Element

= Apply

@ Export

@lmport

@ Delete All

@ :

Import Picture

MAC Address

PROmanage® NT User manual

Creates a new element in which rules can be defined

Applies the created elements:

e Active topology
e All open topologies
¢ All topologies

Opens a Windows dialogue to export all created elements

Opens a Windows dialogue to import previously created

elements

Deletes all created elements

Opens a drop-down menu to select existing or imported images

Opens a Windows dialogue to import a saved image into

PROmanage® NT (png, jpg, jpeg, gif, bmp only)

Opens a drop-down menu for selecting an argument:

MAC Address
Description

Name

Location of Installation
Contact

oID

Vendor ID

Device ID

Crder Number
Hardware Version
Software Version
Device Type Mame
PROFINET roles
Serial Number
Revision Mumber

TopologyDataView.PortCount
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Meaning of the icons

Opens a drop-down menu for selecting a condition:

Starts with
Ends with
Including

Regex

Deletes a rule

Creates a new rule

t ‘ Organises the elements in a sequence (organise the elements in

such a way that conflicts between their rules are avoided. Rules
of elements at the top take precedence over those of elements at
the bottom).
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11.8 Topology device validation

The topology device validation refers to the device list (8.7 Device list) in the Topology perspective.

The devices in a topology are displayed in tabular form in the device list. One column of the device

list shows the validation of the device. The validation of a device is primarily used to check the installed

software version, but can also be used to validate names, IP addresses and others.

Actions Validation Device type  IPaddress ¥ Subnet Gateway MAC Address Name Y DeviceTypel T Software Versiot DevicelD T Vendor ID h =
i%%%%g‘ 104125 255.255.240.0 0000 50:61:06:00:21:42  profinet-inspektor-nt| PN-INspektor NT 2.5.0239 1 24

+ ‘%g 104123 255.255.240.0 | 10.41.15.254 | 00:1B:1B:25:71:9D | io-devicexb15b32 IM151-3 V7.01 769 42

+ %ﬂ 10.41.04 255.255.240.0 10.41.15.254  50:61:D6:06:CA:C8 | promesh-b8 promeshb8 V1.1.0 38 824

+ o - i%%%%ﬁ' 104107 255.255.240.0 10.41.15.254  50:61:06:06:38:86  promesh-p10-plus-2 | promeshp10+ V110 35 824

+ ¢ < %%%%E 104103 255.255.240.0 1041.15.254 50:61:D6:06:38:C1  promesh-p10-plus | promeshp10+ V1.1.0 35 824

+ ﬁ - f%%%%? 104105 255.255.240.0 10.41.15.254 50:61:D6:03:AD:61 | promesh-p10 promeshp10 V1.00 3 324

4 17

lllustration 78Topology perspective - device list without validation

To validate devices, a rule describing the device type must be linked to a rule describing the device

property in an element.

gy device validation

@ Import

b New Element @ Delete Al

@ Export

Rules: Rules: e
Vendor ID = 824 Software Version = V1.1.0 :
Device ID = 35 1

|

Rules: Rules: |§|

Wendor ID = v 824 e Software Version “l= * | V1.1.0 e
Device ID vl = 13 e @.

OK Cancel

lllustration 79Topology device validation - New element
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The next time you refresh the view (8.3 View) of the topology, the elements of the validation are applied
to the device list and symbols are used to indicate whether an element has been violated. Devices to

which no rule could be applied remain unrated.

Actions Validation Device type IP address Y Subnet Gateway MAC Address Name T Device Type Name Y Software Versior Device ID Y Vendor ID "‘
%ﬂw 1041.2.5 255.255.240.0 0.000 50:61:D6:00:21:42 | profinet-inspektor-nt| PN-INspektor NT 2.5.0.239 1 824

+ %‘J 1041.2.3 255.255.2400 1041.15.254 00:1B:1B:25:71:9D  io-devicexb15b32 IM151-3 V701 709 42

+ %‘J 1041.04 255.255.240.0 1041.15.2534 50:61:D6:06:CA:C8 promesh-b& promeshb8 V1.1.0 38 824

+ # ~ %U 104107 255.255.240.0 1041.15.254 50:61:D6:06:38:B6 promesh-p10-plus-2 | promeshpl10+ V1.1.0 35 824

+ # "‘ v 4 %U 104103 255.255.240.0 1041.15.2534 50:61:D6:06:38:C1 promesh-p10-plus promeshp10+ V1.1.0 35 824

+ ﬁ } b 4 i‘%‘g%%? 1041.0.5 255.255.240.0 10.41.15.254 50:61:D6:03:AD:61 promesh-p10 promeshp10 V100 3 824 .

4 13

lllustration 80Topology perspective - device list without validation
Several elements can be created, which are all checked in parallel. If several elements apply to a
device, all rules must still be fulfilled in order to be valid. If a rule for a device is violated, it is not
validated, regardless of whether other rules have been fulfilled.

Meaning of the icons

Creates a new element in which rules can be defined
@. New Element

Opens a Windows dialogue to export all created elements

@ Export

@ Import Opens a Windows dialogue to import previously created

elements

Deletes all created elements
@ Delete All

Opens a drop-down menu for selecting an argument:

Vendor ID =
Vendor ID
Software Version e Device 1D
oD

PROmanage® NT User manual

Mame of Controller
Crder Mumber
MAC Address

IP address
PROFIMET roles
Mame

Description

Software Version

Hardware Version
Mame

Gateway

Subnet

IP address

Drescription
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Meaning of the icons

Opens a drop-down menu for selecting a condition:

F =]
> Starts with
== Ends with
< Including
== Regex

° Deletes a rule or an element

Creates a new rule
&

No validation rule applies
v Validation rules fulfilled

X Validation rules violated

11.9 Device description management

System-specific device description files can be stored via the management of device descriptions.
EtherCAT (ESI) and PROFINET (GSDML) are currently supported. The stored device description files

can be used to read out and visualize detailed information about the devices in topologies.
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11.10 Setting

General configurations for the system function are edited in the settings.
11.10.1 Data collector

11.10.1.1 E-mail server configuration

In the Alarm management perspective, actions (9.4 Available actions) e-mails can be sent. In order
for emails to be sent, a mail server must be accessible in the network and its configuration must be
specified in PROmanage® NT. The configuration data of the mail server must be assigned by the
responsible IT department. The correctness of the configuration can be checked by sending a test e-

mail.

Settings

Data collector | User | History | Schedule | Connection statistic

SMTP settings

Sender address PRCmanageNT@indu-sol.com

E-Mail server rnailserver.indu-sol.com : 587 E
Encryption StartTls E
User PROMuser

Password CTTTTTT YT YT Y Y

Recipient of test emai

Test user-defined action v
e}

oK Cancel

lllustration 81Example configuration e-mail server

Ports required for SMTP transmission:
Port function

25 SMTP server connection

465 SMTP over SSL

587 SMTP over SartTLS

993 Internet Message Access Protocol over SSL (IMAPS)
995 Post Office Protocol 3 over TLS/SSL (POP3S)
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11.10.1.2 SNMP trap receiver

In the Alarm management perspective, actions (9.4 Available actions) traps can be sent. In order for
traps to be sent, a trap receiver must be accessible in the network and its IP address must be specified
in PROmanage® NT.

The "SNMP trap receiver active" option enables the option to receive SNMP traps and traps can now

be used for an alarm in the alarm management.

If the "Receive all traps" option is activated, traps from other devices (e.g. switch) that send to this

server are also received in addition to the configured devices and displayed in the "Corrections"

perspective.

Data collector | User | History | Schedule | Connection statistic

SNMP trap receiver

SNMP trap receiver active |+

Receive all traps o

Send SNMP test trap

Trap receiver | 192.168.212.212

Send trap
lllustration 82Example configuration e-mail server

11.10.1.3 User-defined action

In the Alarm management perspective, actions (9.4 Available actions) can start programmes. A path
must be specified in the configuration of PROmanage® NT so that programmes can be started. The

programme can also be started with arguments.

A network message can be sent to your own PC for testing purposes.

Data collecter | User | History | Schedule | Connection statistic

Test user-defined action

Program path CAWindows\System32Ymsg.exe

Message from 210620241233 X
Program arguments * TEST MESSAGE - PROmanage NT

Execute — TEST MESSAGE PROmanage NT

Cancel

lllustration 83Example Configuration User-defined action

Further help on network messages can be found on the Microsoft support website.
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11.10.1.4 Users

There are two different users who can log in to PROmanage NT. The admin user can configure the

entire system. The user can only display data and cannot change any settings.

The default settings are:

User: admin
Password: admin
User: user
Password: user

Only the respective user can change their own password by entering the current password and
assigning a new password. On the other hand, the admin user can reset the passwords for admin and
user to the default settings.

By setting a timeout, the user (user) or the admin (admin) is automatically logged out after the set time
of inactivity.

Settings

Data collector | User | Histary | Schedule | Connection statistic
Change password of current user

Current password

New password

Re-enter new password

Change
Reset password admin -
Reset
User Timeout 0 Min =
Admin Timeout 0 Min =
oK Cancel

lllustration 84User settings
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11.10.1.5 Chronicle

By activating Advanced options, it is possible to view past events in a selected date in the Chronicle

perspective (6.1 Representation) perspective.

Settings

Data colledorl User | History |Schedu]e | Ceonnection statistic |

Advanced settings

lllustration 85Chronicle settings

Auto @ | Mittwoch, 4. Oktober 2023 09:34:51 2] ~ |

root

lllustration 86Chronicle perspective with advanced options
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11.10.1.6 Timetable

By creating a schedule, the monitoring of the network can be specifically switched off.

| Data collectorl Userl Histcnry| Schedule |Connection statistic |

Schedule: 2
IMMEDIATELY!

Overview of schedule (unrestricted scan on highlighted days)

August - 2024

MO Dl MI Do FR SA 50
31 L [ N B
2 s T8
3 [ T TS - T
u o a2
3 AN T I
% I

B

lllustration 87Schedule setting
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Meaning of the icons

Zeitplam:
Schedule early shift
Schedule middle shift
Schedule late shift
Schedule weekend
Opens a drop-down menu for selecting a created schedule.
Mame:
Naming of the current schedule
© Creates a new schedule in which the start and end times are specified
o Creates a new schedule in which repetitions are set on a daily basis
IMMEDIATELY! Sets the date and time to the current time
® Deletes the currently displayed schedule
| Scan off Stop the data collector (11.5 Manage data collectors)
< Alert off Deactivates alarm settings (9 Alarm management)
- On this day, the data collector will not be switched off according to the
schedule
27 On this day, the data collector will be switched off according to the schedule

Create schedule

o Selection of a single, repeat or immediate appointment

o Assignment of a name

o Selection of whether data collectors and / or alarm management should be stopped
o Setting a time period

o If no end date is specified, the schedule runs permanently until it is cancelled

o Confirm with OK

o Save (11 Menu bar)

PROmanage® NT User manual
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11.11 Log out user

Logs out the current user and redirects to the login window.
11.12 Exit

Closes the software.
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11.13 Windows

Allows you to select a language, perspective or view (7.1 Representation) or resets all changes.

. Deutsch (Deutschland)
Language k Engiish (United States)
frangais (France)

English (United Kingdom)

italiana (Italia)

pyccknii (Poccus)

espafiol (Espafia, alfabetizacién internacional)
BI(RER)

Changes the language

Open perspective k Histony
Analysis

Topelogy
Alert management

Messages

Opens up a perspective

Show view k History
Metwork overview

Key

Mavigation

Summary

Mode matrie

Mode statistics
Expansion Modules
Main Modules
Ayailable alert templates
Ayailable actions
Available parameters
Ayailable traps
Device specific
Recycle bin

Active alert templates
Messages

Data

Device List

Port List

Connection Statistic

Diagnostic data

Opens a view

Reset perspective Resets the view to the default settings

PROmanage® NT User manual
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11.14 Help

Shows information on the version, licence, third-party provider and end user licence agreements.

If required, the event reports and configuration files of the software can be accessed via the selection

buttons of the log folders.

Info

PROmanage® NT ; F

Program versicn 2.4.1.381

Licensing Information Contact

License number Tcfdaa58-e481-404f-b56e-652fc1eT4bTd Indu-5ol GmbH

Licensed for 046265chmélin

License capacity 2000 Port{s) - 164 in use Germany

Demao version Tel:+49 (0)34491 5818-0
License has expired Fau: =49 (0)34491 5818-99
Valid until version 9.9999 info@indu-sol.com

Third-party components in use Log folders
AvalonDock Licence Homepage &
BouncyCastle Licence Homepage
DotNetZiplib Licence  Homepage
Fluent NHibernate  Licence  Homepage

PROmanage® NT
Collector

Humanizer Licence  Homepage
MailKit Licence  Homepage
MimeKit Licence Homepage
Mena Security Licence Homepage

End user license agreement

Achtung: -
Diese Software ist durch deutsche Urheberrachtsgesetze und Bestimmungen
internationaler Viertrdge geschiitzt. Unbefugte Vervielfaltigung und unbefugter
Vertrieb dieser Software oder Teilen davon sind strafbar. Dies wird sowohl straf-
als auch zivilrechtlich verfolgt und kann empfindliche Strafen und/oder
Schadensersatzforderungen zur Folge haben.

Vor Installation und Nutzung lesen Sie bitte die fir diese Software giiligen
Lizenzbestimmungen. Diese finden Sie im Anschluss an diesen Hinweistext.
Haben Sie diese Software auf einer CD mit dem Vermerk "Trial-Version" oder
zusammen mit einer fiir Sie lizenzierten Software erhalten, so ist die Nutzung der
Software nur zu Test- und Validierungszwecken gemaB den im Anschluss
genannten Bestimmungen fir die Trial-License zulassig. Dazu ist es erforderlich,
dass auf lhrem Rechner Programme, Software-Bibliotheken etc. installiert werden.

Wir empfehlen lhnen deshalb dringend, die Installation entweder auf einem i Ok

lllustration 88Help, Info

See 10.5 MSG: Command for the CMD chat)
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12 Appendix

12.1 PGadmin IV

12.1.1 Backup database (PostgreSQL)

The "pgAdmin IV" programme is used to generate a database backup. This is part of PostgreSQL and
is started via the programme selection in the corresponding programme folder.

The corresponding server is selected in the programme and a connection to it is established after
entering the password (default: "postgres").

The corresponding server is selected in the
programme and a connection to it is established after
entering the password (default: "postgres").

After successfully dialling in, all existing database
entries are displayed. Now select the desired file and
start the backup.

PROmanage® NT User manual
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Backup (Datanbank: promanage)

General  Data Options  Query Options  Table Dptions  Opticnen  Objects

Farmat Custarm
Kompresslonsrate

Codlenung Select an tem
Anzahl der Jobs

Rollenname Sedect an item.

Dateiname Cr\Users\pastyDesktopiSicherung.sq (]

o @ ¥ Schliglen | & Zurlcksetzen

QB Ubercimeite ¥ Lnenschallen ¥ SO X Slstisthen ¥ Mbsnoukeie ¥ AbbamineCbekle ¥ Processes X

™ Servr Ot ST

Bcup O0lest FoIUESaL 150065, prOMINGE 2072004 114042 Frighd 28

st e Taken (ol

x

e PasigresaL 15 loca ot 34321 fom catsbese promarsge

12.1.2 Restore database (PostgreSQL)

PROmanage® NT User manual

Enter the file name and target path for the backup file,
set the backup format to User-specific and complete
the backup.

Leave the other

settings blank as  default

Fuse with message:
"Process completed"

was executed without errors and is now in the
previously specified target path.

The "pgAdmin IV" programme is also used to
restore a database.

To do this, go to "Databases> Create>
database".
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oo oo shesnes e s s - Enter a database name (without special
characters) and then confirm with "OK".

oD

Besitzer & postgres

Kommentar

L

o e % schiieten | | @ zurucksetzen | G Rt

To fill the new, still empty database with the
desired data, select the new folder and start the

restore.
Restore (Datenbank: Endfertigung) % In the next step, locate the storage folder of your
General Data Options  Query Options  Table Options  Optionen backup f||e and perform the restore_
Format Custom or tar
Dateiname C:\Users\past\Desktop\Sicherung.sql [}

Anzahl der Jobs

Rollenname Select an item.

ﬂ e X Schliefen | | £) Zuriicksetzen | RV ENEEEIE

After successful completion, this is confirmed
with "Process completed".

pinted. x
EHUD 011 Server PODESL 15 focshost 5ia2y

PROmanage® NT User manual
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12.1.3 Delete database

If you want to remove a database completely, this is also carried out using the "pgAdmin V"

programme.

The corresponding database is selected and deleted after the security prompt.

Datei Werkzeuge  Hilfe
ploer § (8% Q B Processes x H
~ B servers (1) =
CGregenrs 9@
~E ”“’"“-’"m“ll PID ™w Server Objekt start Time Status Time Taket
j ;:: MDA Wiederherstellen PostgreSQL 15 (loca.. Endfertigung 20.7.2024,11:58:00  Finished 19.53
5 = postgn Delete (Force) o Backup Object PostgresaL 15 (loca.. promanage 29.7.2024,11:49:43  Finished 28

» = promai Erstellen 3

» & Anmeldur Refresh...

» & Tablespat ywiederherstellen
Sicherung
CREATE-Skript
Disconnect from database
ERD For Database
Warlung
Berechtigungssssistent
Search Objects
Abfragewerizeug
PsaL Tool
Properties.

PROmanage® NT User manual
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12.2 OPC server

PROmanage® NT - X

S/

S PROmanage® NT

~[»] PROmanage® NT Collector

ooae” [ PROmanage® NT Web
=) PostgreSQL
[ -] Postgre5QL Database Server
PostgreSQL ODBC driver for OPC servers)

CAN

orrenie™>

Genfuss

SeEMV

WIRELESS

Inds-Sol GmbH phone: +49 34491 5818-0

Blumenstraiie 3 fme 443 34491 581699 _ _
D-04828 Schmélin amail: info@indu-sol.com B et G

Illustration 89Driver OPC Server

12.2.1 Establish OPC connection

An optional OPC connection to other computers can be established to forward the messages recorded
by PROmanage® NT to a higher-level system. To do this, the item "PostgreSQL ODBC driver (for
OPC server)" must be activated and executed during installation.

The next step is to install and configure the "KepServerEX" programme. The procedure for this is

explained below.
12.2.2 Install KepServerEx and configuration

Install ODBC Client (Full Installation-> Communication Server-> Communication Driver-> ODBC
Client)

15 KEPServerEX 5 Setup |

Select Features "
Select which features are to be installed. |

--------- "X -] IOtech PointScan 100 | [ - eature Deseription
"X | KraussMaffei MC4 Ethemet | | ODBC Client
X | Lufiin Modbus Communication Protocal:
"X _~| Mettler Toledo Senal DDEC API, MyODEC
- ¥~ | Micro-DCI
B ¥ | Mitsubishi Sutte
- ¥~ | Modicon Modbus Suite E|
----- ¥ _~| MTConnect Client
=]
- ¥ _~| OPC Connectivity Suite This feature requires 852KE on your
- X_~| Omni Flow Computer hard drive.
- ¥~ | Omron Suite
- ¥_~| Optimation OptiLogic
v | Mintn 77 Ethamat
. e ——
Resget Back I Next I Cancel

lllustration 90CEP OPC server
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- Start KepServerEx Configuration as administrator

oty e Son b from T1o 258 Add channel (Edit> Channels/Devices> New
e E Channel)

Channel name:
PROmanage NT

| <zuick |[ Weter> | [ Abbrechen | [ Hife |

= Device Driver: ODBC Client

elect the device driver you want to assign to

he channel Activate "Enable diagnostics"

e drop-down list below contains the names of
Il the drivers that are installed on your system

Device driver:

[oDEC Client -

[ <zumick |[ weter> | [ Abbrechen | [ Hife |

- Optimisation Method: Write only latest value for all

Yh?:cc:annr?;lr.'trgle't’?}":;t:;tlmlz;roﬁr?nahod ;:Sites o tags

writeto-read duty cycle below.

Note: Witing orly the latest value can affect batch Duty Cycle: Perform 10 writes for every 1 read
processing or the equival

Optimization Method
() Write all values for all tags
() Write only latest value for non-boolean tags

Duty Cycle

Peform 10 % writes for every 1 read

[ <zuiek | weter> | [ abbrechen | [ e |

= Non-normalised values should be: Unmodified

Choose how this driver handles non-nomalized floating
point values.

iSelecting "Unmodified” handling delivers the
non-nommalized value, while "‘Replaced with zero' changes
non-nemalized floating point values to zero.

Monnomalized values "
should be

<Zuuck |( Weier> | [ Abbrechen | [ Hife,
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New Channel - Data Source Selection B

\Select the ODBC data source this channel will
represent. K required, enter the usemame and
password to access this data source.

If you need to create or modify a data source
click the "Configure DSN" button to invoke the
ODBC Data Source Administrator.

Data source: dBASE Files -
User name:
Password:
[ Configure DSN |
<Zuick || Weier> | [ Abbrechen | [ Hife |
| ODBC-Datenquellen-Administrator ===l
[ Ablaufverfolgung I Verbindungs-Foaling | Info |
Benutzer-DSN System-DSM Datei-DSN | Treiber |
S —
Name Treiber Fera—
Kenfigurieren...

% I siner ODBC-Systemdatenquells werden Informationen dariiber
; gespeichert, wie eine Verbindung zu einem Datenprovider hergestellt wird
| A eine Systemdatencuelle kénnen alle Benutzer sines Computers und
die NT-Dienste zugreifen

Ghsmemen

Meue Datenquelle erstellen E

Wahlen Sie einen Treiber aus. fur den Sie eine Datenguelle
erstellen mochten.

Name o

Microsoft Text Driver ("bd; *.cav)
Microsoft Text-Treiber (“td: *.csv)
Microsaft Visual FoxPro Driver
Microsoft Visual FoxPro-Treiber
Postgre SQL ANSI

Postgre SQL Unicode

SOL Server

N (A o e

* [ang

“ nr 3

< zurick  |[ Fertigstellen | | Abbrechen |

PostgreSQL ANSI ODBC Driver (psqlODBC) Setup ==

DataSource PostgeS QLISW Description
Database promanage S5L Mode | disable ']
Server |acalhost Port 5432

User Mame  postgres Pazzword  sessssse

Optiohz
Datasource ] ’ Global —
ave ancel

Data source: dBASE Files
"Activate "Configure DSN

Select "System DSN" and press "Add"

Select "PostgreSQL" and then confirm with "Finish

Configure  PostgreSQL ANSI ODBC  Driver
(psqlODBC) Setup
(Example: Settings for standard

PROmanage® NT)

installation of

Database: promanage

Server: localhost

User name: postgres

Password: postgres

After correct entry: Test button> Connection

successful
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Close the ODBC data source administrator with

[ Ablaufverfolgung | Verbindungs-Pooling | Info |
Benutzer-DSN System-DSMN | Datei-DSN | Treiber | "OK"
Systemdatenquellen: Frm——
N Treib
== = [ Entfomen |
I ECEE] PostgreSGL Unicode

In einer ODEC-Systemdatenquelle werden Informationen dariiber
: gespeichert, wie sine Verbindung zu einem Daterprovider hergestellt wird
| A sine Systemdatenauells kénnen alls Bem tzer sines Computers und
die NT-Disnste zuigrsifen

[ ok | [ Aobrechen | [Ubemehmen | [ Hife |

Data Source Selection: select created data source

Select the ODBC data source this channel wil
represent. I required, enter the usemame and
password to access this data source.

If you need to create or modify a data source
click the "Configure DSN" button to invoke the
ODEC Data Source Administrator.

- Data Source Login Timeout: 5 seconds

how long we should wait for a connection to
data source before timing out.

e timeout range is 1to 99999 seconds.

Login timeout : % seconds

[ <zuiek | weter> | [ bbrechen | [ e |

- Check and confirm settings

If the following information is comect click "Finish’to
save the settings for the new channel.

MName: PROmanage NT -
Device Driver: ODBC Client
Diagnostics: Enabled

White Optimization:
White only latest value for all tags
10 writes per read

Mon-nomalized float handling type:
Unmodified

Data Source Mame: Postgre SQL35W

<Zuick |[Feigsiclien | [ Abbrechen | [ Hiife,
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File Edit View Tools Runtime Help

DZdeSMEaF s on x| E

. ff) Click to add a device.
A&p Simulation Examples

& & Ll ——

ﬁ Channel1 Device .. / Modsl D Description
g Ea@ Type Exzm"u\res [MICiick to add a device

Dete T Time Source Event

Ready

Default User Ciients: 0 Active tags: Dof 0

Ffou can control how tags are automatically
generated by setting the following properties.

hrough the server’s tag database.

Limit import to the following columns:

Mote: Auto generated tags can be later modified

alert_message
alertl_messagetype
alert0_sccurencetime

=

-
Maximum records to import 1 2

[ <zuiick | Weter> | [ Abbrechen | [ Hife

)

For better pefformance , this driver queries the
data source for updates at an interval that is
independent of the tag update rates

he data source. The valid range is 100 to

FQQQQQQQ milliseconds.

=]

[You can set how often the driver should requeny

Query interval: milliseconds

=)

[ <zuick |[ weter> | [ Abbrechen | [ Hife

]

using the new device

f the following settings are comect dlick Finish’ to begin

Name: Alarme

Model: MySQL

1D: O (Decimal)

Scan Mode: Respect client specified scan rate

Access Method: Fixed Table
Table Selection: opcalerts

Auto create options:

- Auto create tags for columns:
- alert0_message

- Auto create database tags with read-only access

[ <zunick |fFetigsicien ] | Abbrechen | [ Hife

J

In KEPServerEX via "Click to add a device." Add a

new device
e Device name: Alarms
e Device model: MySQL

e Scan Mode: Respect client specified

scan rate
e Access method selection: Fixed Table

e Table selection: opcalerts

Retain settings under "New Device - Auto Tag

Database Generations Options"

Set query interval: 5000 milliseconds

Check and confirm settings
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—_— — As a result, the tags are automatically generated by

J”J:dvtj_ Floshax|E
T =N : the system

Detut Lver Coares 0 Acsvetaga: 010

12.2.3 Explanation of the individual alarms (alerts)

Alarm Meaning

Id Automatically generated primary key
Culture Language

alert0_message Message generated by PROmanage NT
alert0_messagetype Message type (system, trap, ...)
alert0_occurencetime Date of the generated message
alert9_message Message generated by PROmanage NT
alert9_messagetype Message type (system, trap, ...)
alert9_occurencetime Date of the generated message

Alarm 0 is the last alarm generated (latest message)
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